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Document Purpose

With many organisations enabling Modern Authentication in their Office 365 environments, basic
authentication such as SMTP has been deprecated Deprecation of Basic authentication in Exchange Online
The purpose of this document is to describe how to use Microsoft Graph API to send emails from
SecurEnvoy SecurAccess, when SMTP can no longer be used.

2 SecurEnvoy Microsoft Graph Send Email Guide

Wwww.securenvoy.com

Version 1.0


https://learn.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online

Setup App Registration in Microsoft Azure AD

Log into Azure AD (https://aad.portal.azure.com) with a tenant admin account

Select Azure Active Directory = App registrations

Click on + New registration

All services > Securenvoy Ltd

B pashboard

i .Sfcar‘ern.\ﬁy Ltd | App registrations =

@ Endpaints 2 Troubleshocting () Refresh

¥ Starting June 30th, 2020 we will no langer add any new features to Azure Acth
updates. Appications will need to be upgraded to Microsoft Authentication Li

£ All services
*BAVORITES
O Overview

D8 Preview festures

& users

a Biagnose and solve problems
B enterprise spphications # Diagnose and solve proble

Manage
All applications  Owned applications  Deleted applications

& users e

& Groups g a display name or application (chent) ID 1o filter these r...

Wb External identities
2 applications found
&, Rales and administrators
Display name T
& administrative units

B Delegated admin partners

B Enterprise apphications

CH Devices

Name: Whatever you want
Type: Accounts in this organizational directory only
Redirect URI (optional): Not required

Click on Register

Register an application

Supported account types

Who can use this application or access this API?

[-- Acco

() Accounts in any organizational directory (Any

oy Ltd only - Single tenant

re AD directory - Multitenant)
(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

() Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | [ eg. https:/example.comyauth

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications

By proceeding, you agree to the Microsoft Platform Policies o

Make a note of the Application (client ID) and the
Directory (tenant ID) as these will be needed later when
configuring Microsoft Graph in the SecurEnvoy Admin
console

Click on add a certificate or secret

A Essentials

Click on + New client secret

Enter a description and leave the Expires as default
(180 days)

Click on Add

Add a client secret

SMTP-SecurEnvay | Certificates & secrets

()
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https://aad.portal.azure.com/

Make a note of the Value of the secret (the secret will
not be shown again)

Certificates (0)  Client secrets (1)  Federated credentials (0)

A secret string that the applicat prove its identity when requesting a token. Also can be referred to as application pssword,

- New chint secet
Descripton expires secret D

Net Microsoft Graph SeurEmvoy 7/30/2023 R-WBQ~GO

Set up the Application Permissions

By default, there will only be one delegated permission
for Microsoft Graph — User Read, we need to add a
second permission

Select APl Permissions

Click on + Add a permission

5 SMTP-SecurEnvoy | APl permissions  #

Admin conseet requ... Status

Click on Microsoft Graph

Request API permissions

Select an API

Microsoft APIs  APls my organization uses My APls

Commonly used Microsoft APls

—— Microsoft Graph
) ‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and mare through a
\.‘, single endpoint.

Select Application permissions

Search for and select Mail.Send. When Mail appears in
the search results, click on > to expand the results

Click on Add permissions

Request API permissions X

< All 4PIs
s’ Microsoft Graph
hitps://graph.microsoft.com/ Docs '

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user. Your application runs as a background service or daeman without a

signed-in user.

Select permissions expand all

Permission

Admin consent required

' Mail (1)

s
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Click on Grant admin consent for SecurEnvoy Limited

-+ Add a permission [\/ Grant admin consent for Securenvoy Ltc]

Click on Yes to Confirm

Grant admin consent confirmation.

Do you want to grant consent for the reguested permissions

Mail.Send should now have a green tick against it

“Admin consent requ... St

© Gronted for Securemoy . +++

Ne @ Granted for Securemoy | +vr

Assign a User to the Microsoft Graph Application

Select Enterprise Applications from the left-hand pane

Edl pashboard
i= All services
% FAVORITES
B Azure Active Directory

& Users

F [Er*terprlse applications ]

Locate and select the app you registered in Part 1

Select 1. Assign Users and Groups

& 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

Select + Add user/group

Add user/group

Click on None Selected

Add Assignment

Securenvoy Ltd

Users and groups

MNone Selected
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Search for and select the user you want to assign to the
app

Click on Select

Leave as Default Access and click on Assign

Users and groups X

(ECT.
o

Selected Items

Remowe

(= ]

SecurkEnvoy Admin Console Email Settings — Configure Microsoft Graph

Open the SecurEnvoy Admin Console and Navigate to
Config = Email Settings

e Admin Email Address - Enter the email address
of the user who has been assigned the
application

e Email Library — Select Microsoft Graph from the
dropdown list

e Azure Tenant ID — Enter the Directory (tenant
ID) that was noted earlier

e Azure Application ID — Enter the Application
(client ID) that was noted earlier

e Client Secret — Enter the Secret Value that was
noted earlier

e Test SMTP Mail Server — Enter a valid email
address

(R} owsroosrd Configuration - Email Gateway
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Click on Test Mail Server. You should receive this Test SMTP Mal Server
message if it has been correctly configured
Success
OKEmail Sent OK, please check has received it
Close
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