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1.1 Prerequisites

Overview of Installation Files

The SecurEnvoy Security Server is the main central component of the SecurEnvoy suite of products. It has
direct integration into a LDAP directory server (Microsoft Active Directory, Novell e-Dir, Sun Directory Server
and Linux Open LDAP Directory Server) for user information, controls and manages the authentication of
SMS passcodes and the subsequent sending of them.

This is a pre-requisite and as such, must be installed before other SecurEnvoy applications will function.

This agent is only required if you are installing SecurAccess and you need to directly authenticate an
application running on an IIS Web Server, Microsoft Remote Desktop Services and SAML claims aware
applications configured for SSO with Microsoft ADFS.

With this agent, any existing web application can be configured for two factor authentications without the
need to modify the application or make any programmatic changes.

lIS Pre-Requisites
Supported IS Versions: -

e 1ISV6.2 running on Windows 2008 SP1-2 (x32 and x64 bit) and R2.
e IS V7 running on Windows 2008 SP1-2 (x32 and x64 bit) and R2.

e [ISV8 running on Windows 2012 and R2

e 1IS V10 running on Windows 2016

Other Pre-Requisites

It is highly recommended that any protected web server should have SSL (https) enabled.
Microsoft .NET 4.5 is installed.

SecurEnvoy Security Server Version 5.4 or higher is required for this version of SecurEnvoy Microsoft Server
Agent.

There must be a network connection via RADIUS (UDP Port 1812 - default) between the server with Microsoft
Server Agent installed and the SecurEnvoy security server(s).

L4 Note

A RADIUS profile must be created upon each authenticating SecurEnvoy Security Server. See
Security Server Administration Guide for further details.
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1.2 SecurEnvoy Microsoft Server Agent Install & Configuration
for Windows 2008 R2, 2012 R2 and 2016

It is assumed that either Internet Information Services (lIS) and/or Remote Desktop Services (RDS) and/or
Active Directory Federation Services (ADFS) are installed as server roles and are authenticating with a
username and password.

SecurEnvoy Security Server has been installed with the Radius service and has a suitable account that has
read and writes privileges to the Active Directory. If firewalls are between the SecurEnvoy Security server,
Active Directory servers, and Remote Desktop Services, additional open ports will be required.

4 Note
You must use SecurEnvoy Microsoft Server Agent 7.3 or higher
You must use SecurEnvoy Security Server version 7.3 or higher

You Must use Remote Desktop Client 8.1 or higher

The following table shows what token types are supported.

Token Type Supported

Real Time SMS or Email

Preload SMS or Email

Soft Token Code

Soft Token Next Code

Voice Call

NERNEENEAN RN

Online Push
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To install the Microsoft Server Agent run “Microsoft Server Agent\setup.exe”
Once installed, the following page is displayed for user input.

When prompted; enter up to two 3 Microsoft Server Agent Config
security servers (note these two SecurEnvoy Servers | IIS Authentication | RDWeb & RDGateway | ADFS |
security servers must have a RADIUS

profile created upon each.)

===]

This IS Agent uses RADIUS to comunicate with the SecurEnvoy Server.

You must setup RADIUS on the SecurEnvoy Server for this agent
and select "Prompt all passcode types in the same way as Real Time Codes”

If only one security server is required,

blank the second server entry. ~Test Server
The “Test Server” button allows a S e
RADIUS communication test to see if z:: ::ed - :mz e
the Security server is reachable.
Server2 |P Address |
Make sure all the security server Server2 Shared Secret | Test Server 2
names you enter can be resolved Server2 Port [1812
and reached. It is recommended to
start a CMD window and PING all
security servers that will be entered. e
Response codes are shown below;
Response Code Meaning
OK All settings are correct
Error, Shared Secret Does Not Match the Shared secret mismatch
Server
Error, Connection Timed Out IP address or Port issue

This completes the Microsoft Server Agent installation.

Upgrading SecurEnvoy Microsoft Server Agent

E Note

There is no direct upgrade path from the legacy Microsoft IIS Agent. Therefore, if you are running
the earlier Microsoft IIS Agent, it is strongly recommended that you uninstall it and then install this
agent as it has enhanced security. You can upgrade directly from earlier versions of the Microsoft
Server Agent

If you are upgrading from version 5.3 or earlier the agent communications protocol has changed from http
(port 80 TCP) to RADIUS (port 1812 UDP). Make sure any firewalls between the Server Agent and the Security
server allow the radius ports 1812 UDP. Next setup the IP address of this agent in the security server's radius
settings (when upgrading you will be prompted for the security server's radius settings).
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To upgrade the Microsoft Server Agent from a previous version, please complete the following:

e Backup the seiis.ini file resides under C:\windows\.

e If you have changed the login web templates, you should backup the
WEBAUTHTEMPLATE directory.

¢ Install the new Microsoft Server Agent over the existing install by running setup.exe. If
you have an existing Microsoft IIS Agent, please backup files before uninstalling IIS Agent
and then install the Microsoft Server Agent.

If you have enabled the ADFS plugin, it is recommended that you uncheck ‘Include SecurEnvoy
Plugin in ADFS" in Microsoft Server Agent Config before uninstalling or upgrading.

Do NOT un-install the existing Microsoft Server Agent or you will lose your configuration settings

1.3 Internet Information Services Integration Guide

Select the 'lIS Authentication’ %3 Microsoft Server Agent Config [c[@] =]
tab SecurEnvoy Servers IS Authertication | RDWeb & RDGateway | ADFS |
Tick the “Include SecurEnvoy 1IS Plugin to Authenticate \Web Pages or Web Applications 6.@ [@ > 61 » 5w » Dk
Plugin in IS" check box and —1IS Plugin P
click on Update. i Comnections
¥ Include SecurEnvoy P s —
o et e-idl2 |8 @ o
This will prompt for an IS reset, Gystrage Fiter:
(=93 ENG1 (DEV\Administrator) ——
please do so. 2 Aopkcaton Poots
B-al
) * Q) Defauit Web Site Hanagen
Once lIS has restarted and click B
‘Start IS Manager' Confiuratin
Editor
Other
X0}
I Trace va
update Start |IS Manager |
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Administration is performed for Windows 2008R2 / Windows 2012R2 / Windows 2016 via Information
Services (IIS) Manager (inetmgr).

To enable the Agent and protect the whole web site carry out the following: -
For Windows 2008, Windows 2012 and Windows 2016 deployments

Select Start\Administrative tools\Internet Information Services (IIS) Manager

Select sites and then navigate to the Default Web Site(s).

CE Intemet Infol

@ . [@]+]isencoz b Sites » DefeultWebSite »

File View Help

" Default Web Site Home
@-H|& e 0
g Start Page
-85 L ABDCOZ (TESTLAB\adm
2} Application Pools Is
48] Sites

b €D Default Web Site ﬁ“ = \é] ﬁ

Authentic.., CaGl Compressien  Default

Document
& (1 B =

HTTP  ISAPIFilters  Logging  MIME Types
Respon...

Filter: - W Go - gShowall | §

Management

E

Configurat...
Editor

Other
w9
SecurEnvoy
Two Facto...

< i 51 |5 Features View ||| Content View

Ready

Double click the SecurEnvoy Icon, the screen below is shown. Enable the IIS
authentication in the Microsoft Server Agent by checking the box “Enable
authentication On" and select the “Protect all resources” click on apply.

0 SecurEnvoy Two Factor Authentication

[4] Enable Authentication On Site  Default Web Site

[] Protect All Resources On Site  Default Web Site

® Forms Based Authentication

() HTTP Basic Authentication
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To enable two factor authentications to this server select “Enable Authentication”. If you require the whole
web to be protected enable the check box “Protect all resources on this server”. If you wish a more granular
approach to only protect certain resources upon the IIS web server leave this box unchecked and apply
protection for each required resource. The protection can be applied at a virtual server or a virtual directory.

To protect a certain virtual directory, carry out the following: -

For Windows 2008 R2, Windows 2012 R2 and Windows 2016 deployments

Select Start\Administrative tools\Internet Information Services (IIS) Manager

Select sites and then navigate to the web site(s) that you wish to work with. Select
the virtual directory, you will then see a SecurEnvoy Icon displayed in the “Features

View window".

Double click the SecurEnvoy Icon; the following screen will be displayed.

L&
@ ) | @ » LABDCOZ » Sites » Default Web Site
File  View Help
_- f-‘b citrix Hom
@-il2 |8 ® 7
- &5 Start P
o o Start Page Filter:
4-93 LABDCOZ (TESTLAB\adm —
Q Application Pools
4- @ Sites s
440 Default Web Site
B~ | aspnet_client I
b citrix Authentic... CGl
b -(SF RDWeb
b Rpc =N ]
b -[SF RpcWithCert 1" %
b -(S# SecurEnvoyAu HTTP Logging
Respon...
Management
Configurat...
Editor
Other
w9
SecurEnvoy
Two Facto..,
< [T > | [ Features View | Conts
Ready
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For Windows 2008 R2, Windows 2012 R2 and Windows 2016 deployments

9 SecurkEnvoy Two Factor Authentication

=l

Enable Authentication On  /citrix
® Forms Based Authentication

() HTTP Basic Authentication

Check the “Enable Authentication” box to enable authentication on this resource and
contents within.

There are two ways to carry out a two-factor authentication with IIS, the first is to use a form-
based logon, and the second is to use a HTTP basic auth. The basic auth will provide a pop-
up authentication screen for the web browser.

Click “Apply”

Follow prompts for restarting the IIS web server.

~f Note

If using HTTP Basic Authentication then Microsoft LDAP password must be used as the pin.
See Config Section of Security Server Admin Guide for further details. In addition, the
protected resource must be set to basic only authentication and have a default domain listed
for the authentication. This will then allow a single sign on solution from a two-factor
authentication to the application. In addition, ‘Passcode prompt is on a separate dialog
(requires Access Challenge) must be disabled from within the Radius tab for Basic HTTP
Authentication to work correctly.

If this server doesn't have SSL (https) enabled it is recommended that a server certificate is added and SSL
is enabled on this server, See Appendix A. If, however you don't wish to add a server certificate and are

willing to risk session cookies being intercepted as they are sent down a non-encrypted connection, then
you can check the box “Allow Non-Secure Communications (http)”

Authentication timeout is the number of minutes from the last successful authentication until the user is

prompted for re-authentication. It is recommended that this is set long enough to allow a typical user to
complete their session.

07/18 9 SecurEnvoy Microsoft Server Agent
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To change the global parameters for the IS the Agent carry out the following: -

For Windows 2008 R2, Windows 2012 R2 and Windows 2016 deployments

Select Start\Administrative tools\Internet Information Services (IIS) Manager

Select the physical machine, and then double click the SecurEnvoy Icon, the following screen will appear.

ﬂ‘} SecurkEnvoy Two Factor
Authentication

Authentication Timeout (minutes)

) Timeout on inactivity  ® Timeout after last auth

Owerride recieved hostname with |:|

[] Allow non secure connections (http)

Default Domain | |

Trusted Metworks | 127.0.0.1

10.0.10.29

|Add‘|

Logoff URL's [test/logout.aspx

[ Agd | | |

The following parameters can be changed:

Authentication timeout in minutes, select from inactivity timeout or timeout after authentication
Override Hostname information

Allow http connectivity

Trusted Networks, networks and single machines that are trusted and do not require a 2FA can be entered
here.

Logoff URL's, existing application logoff URL's can be entered and these will then be called when the
browser is closed or user logoff's.

Domain and passcode parameters are controlled within the RADIUS profile upon the SecurEnvoy Security
Server.
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Trusted Networks format needs to be one of the following:

Exact IP Address, for example 192.168.1.1

Wildcard, for example 192168.1."

lIS Single Sign on

Any application that makes use of IIS basic authentication (Not Integrated Windows authentication), users
will be automatically signed into the application after a 2FA with either HTTP Basic or Form based
authentication enabled.

To facilitate a simple sign on solution, SecurEnvoy has included a number of pre-configured templates for
the majority of mainstream applications.

Navigate to Program Files\SecurEnvoy\Microsoft Server Agent\Samples directory; there will be a number
of pre-configured applications.

Select the one that
environment.

is correct for your

GO vome  share  View v @

11 items

1. Microsoft SBS Remote Desktop
L. Office365

Lo OWA2003

L OWA2010

) owaz03

. RemoteDesktop2008R2

J. RemoteDesktop2012R2

<l

DE/10/2004 0%:20
06/10v/2014 02:20

File folder
File folder
File folder
File folder
File folder
File folder
File folder

© = 1|l « Microsoft Server Agent » SAMPLES » v c.| [ search sampies 3
b5 Fovorites — ) e o= Select the correct application and then copy the
L AccessMow File folder H .
T - o passcodeok.htm file to:
). Citrix File folder
b G Network L script Filefolder C:\Program  Files\SecurEnvoy\  Microsoft

Server Agent\WEBAUTHTEMPLATE

Overwrite the original file

Process.

It is recommended to either rename or backup the original Passcodeok.htm file prior to this

For SSO with form based logon. If no available passcodeok.htm file exists in samples directory
for your specific application. Simply create a new passcodeok.htm file and map the form
elements required for authenticating. See existing sample passcodeok.htm files for reference.

You should use the same Form Action login page defined in your form element. Define hidden
input entry fields that match your application logon requirements, substituting $USERIDS and
SPASSWORDS for username and password values.

07/18
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Example

To configure a Two Factor authentication for Exchange Web mail upon Microsoft Exchange server.
Install Microsoft Server Agent upon the Exchange Front end server.

1. Click - Start - Programs - SecurEnvoy - IIS Config MMMC
2. Expand MMC tree to show default web site

3. Right mouse click default web site, select properties, select the SecurEnvoy tab, click “Enable
SecurAccess authentication upon this server”, click OK

Click restart WWW

5. Navigate to Exchange virtual directory, right mouse click and select SecurEnvoy tab, check enable
authentication, check Forms based authentication, click OK

6. Click restart WWW

Navigate to Program Files (x86)\SecurEnvoy\Microsoft Server Agent\Samples\OWA20"" as required.

P EN = OWA2013 [=[e ]
Home Share View - 0
© = 4 [l « SAMPLES » OwA2013 v & [ Search owaa3 o]
¢ Favorites Mame Date modified Type
:.‘3 accessdenied 24/04/2014 13:34 HTML Document
18| This PC 2 auth HTML Document
:.‘3 passcodeok HTML Document
cj Metwork | readme Text Document
< ] [ >
4items =]

Copy the passcodeok.htm, auth.ntm and accessdenied.htm files to:
C:\Program Files\SecurEnvoy\Microsoft Server Agent\WEBAUTHTEMPLATE

Ovenwrite the original files.

E Note

It is recommended to either rename or backup the original Passcodeok.htm, auth.htm and
accessdenied.htm files prior to this process.

07/18 12 SecurEnvoy Microsoft Server Agent
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OWA (Outlook Web Access) and ECP (Exchange Control Panel) use the same URL. As such, if
you protect OWA with 2FA then access to ECP js also protected with 2FA. If you do not want
to protect access to ECP then you can add 127.0.0.1 as a trusted network in the SecurEnvoy
Microsoft Server Agent add-in in 1/S.

File View Help

@) SecurEnvoy Two Factor Authenticati
[ - r
FYEIEET Y J} SecurEnvoy Two Factor Authentication
&5 Start Page
v qa WINZ016RDS (RICH\master) Authentication Timeout (minutes) |3|I5I} |

..... &2 Application Pools (O Timeout on inactivity (@) Timeout after last auth

5 @ Sites

Owerride recieved hostname with | |

[#] Allow non secure connections (http)

Default Domain | |

=

[Trustedeuan:s 127001 |
Delete

Add

Logoff URL's logoff.aspx
Delete

Add | |

Carry out a test authentication by going to https.//servername/owa

Enter UserID, windows password and passcode

07/18 13 SecurEnvoy Microsoft Server Agent
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IS Agent Architecture

SecurEnvoy Server Agent - Agent Architecture

List Of Protected URLs w Microsoft Server Agent

Sacm'Em'aj«;j

L J

)

Virtual Directory

ISAPI Filter Cockie QK - Redirect -
ilter Cockie eal SecurEnvoyAuth

Y

All web URL requests are monitored by the ISAPI filter program webauthfilter. If a protected resource is
requested, the filter checks to see if a valid un-tampered cookie is available and that it hasn't timed out. If
the cookie is OK then the request is passed on. If the cookie is unavailable or has timed out the ISAPI filter
redirects the request to SecuEnvoyAuth/webauth.exe. This program requests a UserID, Pin and Passcode
and sends it to the security server for authentication. If the security server returns AUTH OK then
webauth.exe creates a valid cookie and redirects the request back to the original page.

07/18 14 SecurEnvoy Microsoft Server Agent
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SecurEnvoy Microsoft Server Agent Application Pools

To allow successful use of the Microsoft Server Agent, the web site or virtual directory (application) that
requires protecting uses the correct “Application pool”.

For Windows 2008 R2, Windows 2012 R2 and Windows 2016

Within Internet Information Services (IS Manager) navigate to the Application pools, by default SecurEnvoy
will be within the Default App pool. Make sure the virtual directory is using the same application pool as the

SecurEnvoyAuth.

File  View Help

Comnections .
@e-H =B |8 H? Jcitrix Home

'@_Ej Start Page ==
: Filter: - Go ~ Show All |G by: i - -
4 ..'ﬂ'ﬂ LABDCO2 (TESTLAB\adm ilter: o % ow | roup by: Mo Grouping

3 Application Pools 1=y ‘n’ 5 i “ ’:l f{ 2\ \E—-—
4[] Sites Edit Application E

a6 Default Web Site
b -] aspnet_client
p? citrix
b -2 RDWeb
p? Rpc N
b-(SP RpcWithCert
D? SecurEnvoyAu

Aut

Site name:  Default Web Site
Path: !

Alias Application pook

| |DefauItAppPooI | | Select...

Example: sales

D
Physical path:
|C:\inetpub\wuwvroot\citrix | II|
Pass-through authentication
| Connect as... | | Test Settings...
R [] Enable Preload
F
QK | | Cancel
L4 Note
SecurEnvoy auth pool must run under the same application pool as the application being
protected

To view the virtual directory application pool, navigate to the required virtual directory and then select
“Basic Settings” on the “Action pane” which is located on the right-hand side of the IS Manager window.
The Application pool identity will then be shown, if required the application pool can be changed.
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1.4 Remote Desktop Web Gateway Integration Guide

This section describes how to integrate a Windows 2012 R2 Remote Desktop Web (RDWeb) Gateway
installed with SecurEnvoy two-factor Authentication solution called ‘SecurAccess'.

Microsoft Windows 2012 R2 Remote Desktop provides Web based Secure Application Access to the internal
corporate network.

Connections to Remote Desktop must be made from a browser and not directly from a terminal server
client.

REMOTE DMZ LAN

RD Connection
Broker

‘@ Server Agent '
8\l 1 R
gl
: || »¢

>

29

RD Gateway
RD Web

N

SecurEnvv}%‘

£ Note

This document relates only to RDWeb access. If you want to authenticate Remote
Desktop Client connections as well you will need to install Windows Login Agent
on the Terminal Server hosts instead of this solution. see

http.//www.securenvoy.com/integrationguides/Windows’s20Login%20Agent.pdf

07/18 16 SecurEnvoy Microsoft Server Agent
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Configure the Microsoft Server Agent for RD Gateway & RD Web Access

Select the RDWeb & RDGateway tab.

For RD Gateway protection from a % s [@ =
direct connection, check the check Securnvoy Servers | IS Ahentication RDWeb & RDGateway | ADFS |
box for ‘Enable 2FA Protection’ You must protect both the RD Gateway and RD Web Access roles
Enable both if this server hosts all these roles
RD \X/eb Access protectlon CheCk Mote: Requires clients that support Remote Desktop Protocol 8.1 or higher
i R way
the check box for ‘Enable 2FA DG .
i . [¥ Enable 2FA Protection

Protection on Default Web Site / Y
RD\X/eb Session Timeout ( minutes ) 120 I~ Trace
To enable RDP file signing, check the RD Web Access
CheCk bOX for ‘Slgn RDP FILeS' and [¥ Enable 2FA Protection on [Defaut Web Ste /| [RDWeb
select the certificate assigned to W Sign RDP Files
your RD Gateway. Select Certificate To Sign With

490FTE172ZEED0Z8T0DEECZBBOE3A31220A40D5E€ CH=WIN-DJI1QR4SZVV . VERSIONS . LOCAL j
Enter your Default NetBios Domain Dot Netios Dorrain Name s  Teose
Name

update
Once prompted for the “Warning, to enable MS_Server_Agent_Config =
signing will change the RDWebAccess
application pOOl. tO local SyStem"' CliCk ‘OK, Warning, enabling signing will change the RDWebAccess application pool
identity to local system
QK | Cancel |

A further warning that “lIS needs to restart for °:J Restart IIS | = | o [

changes to take affect”
IIS needs to restart for changes to take affect

reon|

Click ‘Restart’

Wait for iisreset.exe to perform a stop and . CAWindows\System32isresetexe (== M|
restart of the entire web server

Click ‘Restart

07/18 17 SecurEnvoy Microsoft Server Agent



cur

er Group plc Company

Configure Single Sign On (SSO) for RD Gateway & RD Web Access

Always take note - our server and domain names are from our internal lab. Yours will be different.
Configuring Group Policy

Log into your Active Directory Domain Controller.

Open Group Policy Management Console (gpmc.msc).

Locate the relevant Group Policy object for your client computers, in this example “Default Domain Policy”.
Right click it and select edit.

(55 Group Policy Management
(g File Action View Window Help

o= | HE X HE

|3, Group Policy Management Default Domain Policy
e 5‘—\- Ft-:nrest: Rl;H'LOCAL Scope  Details Settings  Delegation
v |z Domains Links
v 3 RICH.LOCAL
| Default Domain Policy Display links in this jocation: =
+ 2] Domain Controllers Edit...
’ i| Regions Enforced
» L5 Group Policy Objects B |1} Enabled
> L WhI Filkers
> L[] Starter GPOs T3 e
» _E Sites View 3

Lgry - -
UEJ“.‘ GroupPol?cyModelmg New Window from Here
|2 Group Pelicy Results

Delete

Rename
Refresh

Help

Navigate to Computer Configuration - Policies - Administrative Templates - System - Credentials
Delegation.
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Right click and edit “Allow delegating default credentials”

= Group Poli anagement Editer -
=/ Group Policy Manag Ed O *
File Action View Help

e n@H=2EET
~ [ System A1 Credentials Delegation

Access-Denied Assistance .

5 App-Y Allow delegating default credentials  Setting State Comment
Audit Process Creation R — |2 Allow delegating default credentials with NTLM-only server ... Mot configured Mo
Credentials Delegation polieyseting. 2] 4110w delegating default credentials Mot configured Mo
Device Guard Requirements: = Allow delegating fresh credentials Mot configured Mo

> Device Installation At least Windows Vista Allow delegating fresh credentials with MTLM-only server .. Mot configured Mo

Device Redirection
Disk NV Cache

. Allow delegating sawved credentials Mot configured Ne
Deseription:

This policy setting applies to Allow delegating saved credentials with NTLM-only servera..  Not configured Mo

D‘\skpuotas applications using the Cred 55P Deny delegating default credentials Not configqured Mo
» Distributed COM compenent (for example: Remote Deny delegating fresh credentials Not configured Mo
Driver Installation Desktop Connection).

Deny delegating saved credentials Mot cenfigured Mo
Early Launch Antimalware

DR REDRERR

This policy setting apalies when | Restrict delegation of credentials to remote servers Not configured Mo

Select “Enabled” and click on the “Add servers to the list: Show.." button

& Allow delegating default credentials m} *
Ei Allow delegating default credentials Previous Setting Next Setting
(O Not Configured Comment:
(® Enabled
(O Disabled
Supported on: [ af |eact Windows Vista
Options: Help:
Add servers to the list: Show... This policy setting applies to applications using the Cred S5P o)

component (for example: Remote Desktop Connection).
Concatenate O% defaulis with input sbove This policy setting applies when server authentication was
achieved by using a trusted X509 certificate or Kerberos.

If you enable this policy setting, you can specify the servers to
which the user's default credentials can be delegated (default
credentials are those that you use when first logging on to
‘Windows).

The policy becomes effective the next time the usersignsente a
computer running Windows.

If you disable or de net configure (by default) this policy setting,
delegation of default credentials is not permitted to any
computer, Applications depending upon this delegation
behavior might fail authentication, For mere information, see KB,

FWlink for KB:
http://go.microsoft.com/fwlink/iLinkld=301508

Cancel Apply

Enter the name of the server hosting the Remote Desktop Session Host in the below format.

TERMSRV/host.humanresources.fabrikam.com Remote Desktop Session Host running on
host.humanresources.fabrikam.com machine. RECOMMENDED

TERMSRV/" Remote Desktop Session Host running on all machines.

TERMSRV/".humanresources.fabrikam.com Remote Desktop Session Host running on all machines in
humanresources.fabrikam.com
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Note: The "Allow delegating default credentials" policy setting can be set to one or more Service Principal
Names (SPNs). The SPN represents the target server to which the user credentials can be delegated. The

use of a single wildcard character is permitted when specifying the SPN.

For Example:

TERMSRV/WIN2016RDS.RICH.LOCAL

Show Contents | X
Add senvers to the list:
Walue
9 D16RD
L ]
Carc

Repeat for all Session host servers in your RDS farm and click on OK.
At the “Allow delegating default credentials” click on “Apply” and “OK". Close GPMC.

Applying Group Policy

To force the GPO to apply, log into the client machine, open an elevated command prompt and run the
gpupdate /force command, as below. However, the GPO will apply dynamically after a pre-defined time.
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Test RD Web Access Two Factor Authentication

Test the Two Factor Web authentication by |5 66 s> s
opening a browser and goingto the URL forthe |y ... . ... Pl G
Web server i.e.

2 Secunvey Tobentess T

https.//your_server_name/rdweb SectrEm o}%
(Don't forget the https)
User logon screen is shown. -

Enter your UsedID and Password:

User is then presented with their two-factor authentication type:

e Preload, Realtime and Soft tokens:
SecurbEnvoy Tokenless
Authentication

Enter Your 6 Digit Passcode

Manage My Token

e VOICE tokens:

SecurbEnvoy Tokenless
Authentication

Answer Phone, Passcode 018709, Then
Login

Login

Manage My Token

e Soft token Push: -
Deny Accept
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User authenticates
successfully and is
presented with RDWeb
2012 R2:

User launches application
from RDWeb page and
selects ‘Open’ from
browser

User is presented with
their application

07/18

« Work Resources
2 RemoteApp and Desktop Connection

RemoteApp and Desktops Connect to a remote PC

U 0 @ nttps.//1sbdcid testiob... O ~ @ € | @ AD Web Access M .

Help Sign out

Current folder: /
=i ﬁi =
Caloulator Paint WoraPad

& hittps//labdcl2testlabl.. O ~ @ © || & RD Web Aceess

@" Work Resources

128 Remoteapp and Deskiop Connection

App and Desh G

Do you wart to cpen or save cpub-calc-test-CmsRdsh.rdp from labdc02. testlab Jocal?

@;_é hitps://lsbdco2 testiobl. © ~ @ © || €5 RD Web Access

fkj Work Resources
L

RemoteApp and Desktop Conneaction

RemoteApp and Desktops Connect to a remote PC
View Edt Help
Current folder: /
g B d
K S
Pk Wordesd wac || R (| ws || e || e
—|lce || e |l ||v ]
[ 7 ][ 8 [ 9 Jfue]lin]
4105 ]l 6 Jlealjwal
1|{2]]3 |
o | w]| =
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1.5 ADFS v3 or v4 Integration Guide

Select the ADFS tab.

Place a check in the checkbox
for 'Include SecurEnvoy Plugin in
ADFS',

Place a check in the checkbox
for ‘SecurEnvoy PIN is used, if
you wish to use SecurEnvoy's
built in PIN management.

Click ‘Update’ to apply settings
then click ‘Start ADFS Manager'.

ADFS V3 (2012R2 Server)

Once ADFS Manager has
launched, select ‘Authentication
Policies’ then click ‘Edit Global
Authentication Policy'.

Within additional authentication
methods, place a check in the
checkbox for ‘SecurEnvoy’ and
click 'OK..

07/18

Y Microsoft Server Agent Config [a@]®]
SecurEnvoy Servers | IS Authentication | ROWeb & RDGateway ADFS
Multi Factor Plugin for ADFS on Windows 2012 R2 and higher *
ADFS Plugin @ Fle Acion View Wnao;_u  EditGlob
V¥ Include SecurEnvoy Plugin in ADFS [T Trace o:“r o BiE L “:: =
[~ SecurEnvoy PIN is used (displays an addtional page) b 0 Senice SN
v ""“"“““’;"z‘k MFA i maured for e folown aen
Make sure the sever radius setting are as follows: Per Relyng Pasty Trust
Select "Authenticate passcode only”
Select "Two Step (passcode on a separate dialog)”
Devices
NFA 8 oaured for e folowrg dow
Strings . Urvegatered devies
¥ Regeternd devces
IErlef Your PIN Locators
WF
[Cick <A fref="ls/Mwa=wsignout1.0"> here </A> to logout the s
Select addtongl authertcation metho
ISmn 19 enable MFA
o ———
Passcode prompt is set via server (config - tokentypes) l
update Start ADFS Manager |
i ‘
§p File Action View Windo
| zm B
S ADFS Configure multifactor authentication (MFA) settings.
2 Users/Groups

p ] Service

‘ _| Authentication Policies I

MFA is required for the following users and groups:

o)

Devices

MFA is required for the folowing devices:
[7] Unregisterad devices

[] Registered devices

Locations

MFA is required when ing

[7] Bdranet

[ Intranet

ions from the following locations: |

Select addtional authentication methods. You must select at least one of the following methods
to enable MFA:

23
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ADFS V4 (2016 Server) 9 0¢

Qi File Action View Window Help

Once ADFS Manager has launched, |@e 2 B

select “Authentication Methods' | ir
. . . . v | Service
then click Edit in the Multi-factor =) Attribute Stores Authentication Methods Overview
Authentication Methods section. . entcaion MEhOdS | You can conture pamary authentcaton methodsand mu{actorathetcaion mehods
1 Claim Descriptions Leam more
] Device Registration AD FS Help
~| Endpoints
eyp . . . 1 Scope Description: i icati
Within Edit Authentications B Wek Apphcaton Prisy Pr::::y Aumenfcamf: r:r:ii it e D S for
Methods, place a check in the 3 Access Control Policies authentication, You can use options below to configure settings for primary authentication
| Relying Party Trusts Exranet Forms Authentication, Edt
¢ ! | Claims Provider Trusts Microsoft Passport Authentication
checlfbo,x for ‘SecurEnvoy' and Pt o i
click ‘OK’. Windows Authentication,
Microsoft Passport Authentication
Multi-factor Authentication Methods
You can use options below to configure settings for multifactor authentication methods.
At Methods  SecurE: Edt
Edit Authentication Methods X
Prmary Muttifactor
Select addtional authentication methods. You must select at least one of the folowing methods
to enable MFA:
(] Ceéicate Authentication
[] Azwre MFA
[ SecurEnvoy
What is muttifactor authentication?

Test ADFS Two Factor Authentication

Test the Two Factor Web
authentication by opening a
browser and going to the URL for
the Web server i.e.

t2

Sign in with your organizational account

https.//your_server_name/rdweb
(Don't forget the https)
User logon screen is shown.

Enter your UsedID and Password: Sign in

Test Description

© 2013 Microsoft
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User is then presented with their
two-factor authentication type:

12

Welcome QA2\gal

For security reasons, we require additional information
to verify your account

SecurEnvoy Tokenless Authentication

Enter Your 6 Digit Passcode :}

© 2013 Microsoft

If any RADIUS settings in the Agent are changed, including the shared secret, then the Active
Directory Federation Service will require a restart in order to apply them.
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Sales

E sales@SecurEnvoy.com
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E support@SecurEnvoy.com
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