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1.1 Solution Summary

SecurEnvoy's SecurAccess server solution offers the ability to customise colour and image of the Mobile

Authenticator App.
The software used for the integration process is listed below:

SecurEnvoy SecurAccess Release v9.3
Mobile Authenticator — Ver 9.3.3(54) or later

1.2 Guide Usage

The information in this guide describes the configuration settings required on the SecurAccess server for
the Mobile authenticator to pull down customisation settings.

1.3 Prerequisites
The following conditions are required to set up SecurEnvoy's MFA Solution:

A SecurAccess MFA server installed, configured and working on a system with:
- Windows Server 2012R2 or higher.

Push Notifications is enabled on a global or per user basis - Customisation of the Mobile
Authenticator pulls customisation details down from the SECENROL page utilised through the

PUSH notification function.

This guide assumes that users have been previously enrolled to use the mobile authenticator apps
and the SECENROL “Manage My Token" portal is accessible by the Mobile Authenticator App via

local wireless or 3G/ 4G connectivity.
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1.4 Customisation

The following section describes which elements of the Mobile Authenticator can be customised from the
server-side configuration.

Nav bar logo (width: height, 2-6: 1)

Text Colour

Primary colour (used for Nav bar, Add button and headings)
Secondary colour (used in Add Button and Nav bar)

Locate and open the following file within the SecurAccess server.

C:\Program Files (x86)\SecurEnvoy\Security Server\Data\Push\app_strings_vo.txt

1.41 Nav Bar Logo

The logo is served from the SecurEnvoy SecurAccess server located in the following folders.
If the folder is not available, then it will need to be created and the image placed into the folder.

File name: “logo.png”

iOS: C:\Program Files (x86)\SecurEnvoy\Security Server\Data\Push\ios\logo.png"

Android: “C:\Program Files (x86)\SecurEnvoy\Security Server\Data\Push\Android\logo.png"
The image “logo.png"” should be a rectangle and utilise a transparent background to give the best
experience.
The current app SecurEnvoy logo aspect ratio is 5.3 : 1. For example 320px X 60pxX.

1.42 Primary Colour

“Color.PrimaryColor” in “app_strings_vo.txt". For example:
Color.PrimaryColor = FDAQO5
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1.43 Secondary Colour

“Color.SecondaryColor" in “app_strings_vo.txt". For example:
Color.SecondaryColor = FFFFFF

1.44 Text Colour

“Color. TextColor" in “app_strings_vo.txt". For example:
Color. TextColor = 0000FF

811179

1.45 Add Token Instruction

Default App text instruction on token add can be overridden from the server by updating the following
setting.

AddTokenScreenlnstructionText = Please enrol your token
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