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Astaro AG Astaro Security Gateway UTM appliance Integration Guide

This document describes how to integrate an Astaro AG Astaro Security Gateway
UTM appliance with SecurEnvoy two-factor Authentication solution called
‘SecurAccess’.

The Astaro AG Astaro Security Gateway UTM appliance provides - Secure Remote
Access to the internal corporate network.

SecurAccess provides two-factor, strong authentication for remote Access solutions
(such as Astaro’'s Security Gateway series), without the complication of deploying
hardware tokens or smartcards.

Two-Factor authentication is provided by the use of your PIN and your Phone to
receive the onetime passcode.

SecurAccess is designed as an easy to deploy and use technology. It integrates
directly into Microsoft’'s Active Directory and negates the need for additional User
Security databases. SecurAccess consists of two core elements: a Radius Server and
Authentication server. The Authentication server is directly integrated with LDAP or
Active Directory in real time.

SecurEnvoy Security Server can be configured in such a way that it can use the
existing Microsoft password. Utilising the Windows password as the PIN, allows the
User to enter their UserIlD, Windows password and One Time Passcode received
upon their mobile phone. This authentication request is passed via the Radius
protocol to the SecurEnvoy Radius server where it carries out a Two-Factor
authentication. SecurEnvoy utilises a web GUI for configuration, as does the Astaro
AG Astaro Security Gateway UTM appliance. All notes within this integration guide
refer to this type of approach.

The equipment used for the integration process is listed below:

Astaro AG
Astaro ASG, Ver. 7.501

SecurEnvoy

Windows 2003 server SP1

11S installed with SSL certificate (required for remote administration)

Active Directory installed or connection to Active Directory via LDAP protocol.

SecurAccess software release v5.1.501
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1.0 Pre Requisites

It is assumed that the Astaro AG Astaro Security Gateway appliance Is setup and operational.
An existing Domain user can authenticate using a Domain password and access applications,
Yyour users can access through SSL VPN using local accounts or Domain accounts.

Securenvoy Security Server has a suitable account created that has read and write privileges
to the Active Directory, If firewalls are between the SecurEnvoy Security server, Active
Directory servers, and the Astaro Security Gateway, additional open ports will be required.
NOTE: SecurEnvoy requires LDAP connectivity either over port 389 or 636 to the Active
Directory servers and port 1645 or 1812 for RADIUS communication from the Astaro® UTM
appliance.

NOTE: Add radius profiles for each Astaro® UTM appliance that requires Two-Factor
Authentication.
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2.0 Configuration of Astaro Security Gateway (ASG) UTM appliance for SSL
VPN users

To enable a SecurEnvoy Two-Factor authentication logon to the Astaro Security Gateway
UTM appliance, login to the administration interface.

See diagrams below

2.1 Add a new backend authentication RADIUS server

Log in to the WebAdmin interface of the ASG via https://<yourASGsIP>:4444

'pp. [ owx Qi (@h (Fa. (Dv. (R (Ne. (AH (pUu (@n (Ds. &)
€ C M % bret//192.168.0.76:4444/ O » O F~

[ Bookmark on Delici... f My Delicious 4 DirtMind - View Ima... [*) Berechnung des Bet.. [ Panda - Open sourc... »?  [CJ Weitere Lesezeichen
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|4} sslvpn_conf_cl_asg.zip ~ % radlogind.exe T LEJ Fortinet Fortigate.doc T nAIIeDownIoadsanze\gen... x

. —— —

Go to Users -> Authentication -> Servers
Add a new server by clicking on the New Server button
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Dashboard
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Users
Groups

» Authentication
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Display: 10 E
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Network Services

Network Security

There are no authentication servers defined.
Web Security Click on the New Authentication server button to create one.
Mail Security
VoIP Security
™M/P2P i
Site-to-site VPN

1 | +
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€ C i <% htr//192168.0.76:4444/ H v O- F-
[ Bookmark on Delici... f My Delicious 4 DirtMind « View Ima... [*) Berechnung des Bet... [ Panda - Open sourc... » [ Weitere Lesezeichen

Global Settings 8 Servers | Single Sign-On || Advanced
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| @ New server ... | &, || Fine |

Users
Groups Display: |10 [

» Authentica

Create new server

" Position: | Top
Network Services
Network Security SETET:
= Port: [ 1812 . thenticatic
Web Security o Name: | e fined.
. ; | — Type:  Host the
Mail Security ERatedi s e | [-] | tion serve =
Repeat: [vwee Address: | 192.168.0.33 ate one.
VoIP Security g
Test server settings Interface: | <<Any >> [=]
IM/P2P
Comment:
= = Username:
Site-to-site VPN
Password: Save Ccancel
| i i
Nas-Identifier: | ssl v

_ gotng Authenticate example user

Reporting
| swoot e X
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Choose Backend: Radius

Click on the + sign next to Server and enter
Name: SecurEnvoy RADIUS server

Type: Host

Address: your SecurEnvoy IP Address

In the Pop-Up and click Save

Enter the Shared secret value according to your SecurEnvoy configuration.
Please note that the “Test” button does not work for “Test server settings” but only if you
enter a valid Username: and Password: (OTP)

3.0 Configuration of SecurEnvoy

SecurEnvoy Radius configuration is set up to authenticate both the PIN and Passcode
component. By default SecurEnvoy use the domain password as the PIN component. This
allows an easy to use mechanism for the end user without having to first enrol for a PIN.

SecurEnvoy supplies the second factor of authentication, which is the dynamic one time
passcode (OTP) which is sent to the user’'s mobile phone.

Launch the SecurEnvoy admin interface, by executing the Local Security Server
Administration link on the SecurEnvoy Security Server.

1. Click the “Radius” Button

2. Enter IP address and Shared secret for each Citrix Web Interface server that wishes
to use SecurkEnvoy Two-Factor authentication.

3. Make sure the “Authenticate Passcode Only (Pin not required) checkbox is unticked.

SecurEnvo 5 Security Server Administration

Fadus |

Network Access
Server HAS TP Address [127.0.0.1 Format joaaoot0x000 or default

1127.0.0.1

Note: T IP address is set to default, unknown NAS TP addresses will use this profile

Shared Secret  |qwerty

Authenticate Passcode Only (Password or Pin Hot Required) [T

Default Domain |w23,cnm ~| only Allow This Domain 7

Only allow users that are in the LDAP group Changs Groups

(Blank will authenticate any user)

oOverride default customer name in SMS message with Max 20
(Leave blank to use default)

Pass Back Data To Radius Client in Attribute |25
& No information is passed back
€ password is passed back
" LDAP group members are passed back (Return Distinguished Names [T )

4. Press Update
5. Now Logout
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3.1
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Enable Auto User creation for the RADIUS users

[ ¢ WebAdmin - User: admin...

€«

[ Bookmark on Delici...

Dashboard

Management

Network Services
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1) sshpn_conf_cl_asg..zip
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Global Settings
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Advanced

= Automatic user creation

Create users automatically:

When this option is activated, the system will
automatically create user objects whenever an
unknown user su_ccessful\v authenticates to a

backend mechanism.

— Automatic user creation for facilities

[] HTTP Proxy
End-User Portal
[C] SMTP Proxy
S5L VPN

7] WebAdmin

Here you can specify for which facilities the system
will automatically create user objects whenever an
unknown user successfully authenticates to a
backend mechanism.

Authentication Cache

| & Flush auth

Click here to flush the Authentication cache.

Live lag

(

~ | B radiogind.exe

7| @] Fortinet Fortigate.doc M

Click here to open the User authentication live log. ‘

u Alle Downloads anzeigen...

m

x

Go to Users-> Authentication -> Global Settings and enable “Create users automatically”.
Now click Apply. After that choose “End-User Portal” and “SSL VPN” below and click Apply.

3.2

Allow RADIUS users to access the End-User Portal

In order to get their SSL VPN client and configuration, users have to initially log in to the End
User portal. Make sure that RADIUS authenticated users are allowed to log in.

11 Inbos - v Webidmin - User: ad \ [ iPod touch - Apple Stcre . (' heie online - Home e
€« C N % bhieT//1921680.76:4444 & v O- F-
| [ Bockmark on Defci..  f® My Delicious s Dithlind « View . [) Bevechnung des Bet.. | ) Panda - Open sowc.. (3 Lscube | Libre Strea. ® [ Weitere Lesestichen
hchnistian End-User Portal status = Disable
d
ﬁwm‘ — End-User Portal options
el et In Allowed Networks, please speafy which
winka L netwarks are alowed to access tha End-User
 Rackis Usars O Pany Portal. You can also limit access to the portal to B
= ) @ itz box local network speahc user accounts.
RN & (Yintemal ASG netwark
2 surfar
Allow all users
o Allow only speahc users
Allowed users &
0 CiRadius Users
w7 Apply
L shpnconf_d_sg.zip  * o rediogind.ee = B Fortinet Fortigate.doc D atle Downioads arueigen.. X
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Go to Management-> User Portal and add the “Radius Users” group to the list of allowed
users. You can choose this group by clicking on the Folder icon and drag and drop it from the
list on the left.

3.3 Allow RADIUS users to use the SSL VPN client

Go to Remote Access -> SSL and make sure that the Radius Users group is also listed under
“Users and Groups”. Again use the Folder icon and drag and drop the group in the according
field.

ol o= ]

/ M Inbox - christianlouis@g... & WebAdmin - User: admin... [} iPod touch - Apple Store .. Y @ neise online - Home A
€« C M % btet/192.168.0.76:4444/ &L v O~ F-
[’} Bookmark on Delici.. g™ My Delicious 4 DirtMind « ViewIma.. [7] Berechnung des Bet.. [ ] Panda - Opensourc.. (B LScube | Libre Strea... > [ Weitere Lesezeichen

Dashboard _

Users and Groups To enable remote access via SSL, please select
- — - = the Users and Groups that should be able to use
15} a}christian it. When no users or groups are specified, SSL
= @ dinka remote access cannot be turned on.
‘Web Security 12LL g You also need to select which Local networks
» " & ¢ Radius Users should be reachable to accessing S5L remote
- When Automatic packet filter rules is enabled,
e e the system will automatically allow access to the
== - = specified local networks for all accessing SSL VPN
o [Yfritz.box local network clients.

Site-to-site VPN [Yinternal ASG network
& [P openVvPN VMWare Network

m

~ Remote Access |
» S50
PPTP

L2TP over IPSec [C] Automatic packet filter rules

1PSec
Cisco™ VPN Client L

Advanced
Certificate Management

" Live log
" | .| Open live log Click here to open the SSL VPN live log.
Reporting
| suopot | o

\{ sshpn_conf_cl_ssg..zip T 95 radiogind.exe | @) Fortinet Fortigate.doc o 3 Alle Downloads anzeigen... X

3.4 Login to the user Portal and download the SSL VPN client

Access your user portal under https://<yourASGsIP> and log in with your SecurEnvoy
Domain User ID and your assigned OTP / RADIUS password

‘.‘ astaro

Login to UserPortal

username: I

[l Remember my login (uses cookie)
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. | Ausstattung: Luckenfuller - Handy-Test Motorola Milestone - FOCUS Online [Fagg]

[ Inbox - ch... { (@ heise onli... X o Events-a. x| o WebAdmi.., 1B Motorala . ‘:@Ausstattu.” ™ Ausgepac... 4 3 User Portal | L
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Welcome = Mail Quarantine | MailLog = Mail Address Whitelist =~ Remote Access ~ HTTPS Proxy | Log out

SSLVPH 20 insf ion instructions i iPhone VPN Configuration

Click here to download a complete installation package including Click here to install VPN access on your iPhone. You will get remote Install

access through any protecol configured for you. Start the download using
Safari on your iPhone and follow the instructions displayed. The
configuration can be removed again at Settings » General » Profile on your
iPhone.

client software, keys and automatic cenfiguration for Windows
2000/XPVista.

Click here to download an installation file which updates all keys and

configuration on your system, without re-installing the client software
(Windows 2000/XP/Vista)

Click here to download a ZIP archive which contains all necessary

files to setup SSL VPN on Linux, MacOS X, BSD or Solaris

Astaro Security Gateway Appliance © 2008-2009 Astaro AG I

4 1] | +

1) sshvpn_conf_cl_asg..zip T # radlogind.oe " @] Fortinet Fortigate.doc - B3 Alle Downloads anzeigen... %

Go to Remote Access and download the SSL VPN installation package (1% link) and install it
on your clients PC.

If you start the SSL connection, you can now enter your Username and your PIN+OTP under
“Password:”

Astaro 551 VPN Client - User Authentication

Isemame:

Fassword:

ok | | Cancel

3.5 Use of RADIUS authenticated users for other components

You can also use SecurEnvoy authenticated users with IPSec VPN. Just enable the XAUTH
option to check for OTP:
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Confirm:
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Comment:
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4.1 Use SecurEnvoy Authentication with PPTP

Go to Remote Access -> PPTP and change the authentication method to “RADIUS”

bl - D T A (T T T A (] S R, . ooy v
> 0O- k-

. P Addrestes can mther be assignad by selecting
Asmgn IP addresses by | asamaipon w » pool netmork o by Kpeclnng & DHCP werver.
Wiien 2 DHCP s

server 1 used, you must alsa
T Poot etwork: [} L3 VPN Pool (FETR) L -w..ay:.}':‘m'“ rtortace canbe
[
o sy
LITP over IPSec
=5
“Umlog -
e b kg Chch e s s s PRI disimemon b ko
gt A g | o) ot TR e — ] e o [[Fpre— [, T S——

Use SecurEnvoy Authentication with L2TP over IPSec
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Go to Remote Access -> L2TP over IPSec and chance Access Control -> Authentication via: to
RADIUS

4.2 User SecurEnvoy to authenticate administrative access

Go to Management -> WebAdmin Settings -> Access Control and add the RADIUS
Users or RADIUS group to the list of Allowed Administrators or Allowed Auditors:

'_r BRI 3 Wbt = (TR '_ﬂ,\.:-.-.:.. '_E Binge  Usee b '_ | Astaen .7.'_1 Napdf. * [ haple ,‘._|‘\| [T ".- T heper ‘E. o

1 e @ hee o
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‘ wdmin
) TAr ARy

I sl b General |§ Access Control [f Secunty.
System Setngs -

~ WebAdmin access configuration =

Licensing
Allowed Administrators o+ tn Allowed Adminlstrators, spacfy the users and

UpZ0ate

Machix/atars £ 55uperndming all areas. In Allowed Auditors, specy the Lsers

tmar ot and groups that should have lmited webadmin

Nobificatsons ccesy to Qo and reponing sections.

Customization If the sams user i added in bath roles, the user

SNMP pets assigned the highest prionty, in this case the
administrator role.

Cantral Managemant
High Availabilty Allowed Audtors ki In addition, only networks fisted in Allowed
Shutdawn/Restart i3 < \Radus Users ara able to connect to the W £
port. If you want to exphatly log such traffic in the
packet fiter lag, activate the Log access traffic
cheddox,

Allowed networks.
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4.3 Use SecurEnvoy to control web surfing

RADIUS users can also be used to control access to the HTTP proxy.
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Go to Web Security -> HTTP/S and choose either Basic User Authentication or Transparent
with authentication and add the RADIUS group or single users to the list of allowed
users/Groups.

Allow only single users from the SecurEnvoy RADIUS server to access specific resources

In order to limit access to specific users and not the whole SecurEnvoy user base, create local
users with a matching user name. Those users are auto-generated upon first login to the
User Portal but can be also pre-created by adding them manually

Go to Users -> Users and click New user...

[ e

ML % § @0 % V2 B X[ 5 W x \ ) M 3\ BB A % [ e 3\ 3 Ui % 8 (3 A % 8 [ B % 810 e % 4L B %4 [ e % 2N
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astar0 ro Security G

Dashboard

@ New USer ... Al

= N --Fi"‘1 Display: 10 [+]
G 5
= Locally authenticated

Real Name: RADUS backend user (CEdit | (o ‘2 christian Christian

m ® Delete Louis <christian@kuechenserver.org>
Network Services Email address:

Locally authenticated

Network Security Additional Email addresses ¢ [ g CEdit (ol () guest Gastenutzer <christianlouis+guest@gma

- m Locally authenticated

Web Security
CEdit a K
Mail Security ) inka Schmnz <inkaschmitz@gmail.comz
VoIp urity Locally authenticated
M/P2P
Site-to-site VPN Authentication:  Remote
Backend sync:
_ [7] use static remote access IP
C t:

Reporting ommen
Support | 7 Save ‘ | g Cancel

Jy sslvpn_conf_cl_asg..zip 7 % radlogind.exe " B Fortinet Fortigate.doc - uAIIeDownIoadsanze\gen... x

m

Use the same user name as used in the backend (e.g. your Active Directory) and choose
Authentication: Remote. Make sure to activate Backend sync:

You can now use this single user in every access control segment mentioned above.

5.0 Limitations:

As the Astaro Security Gateway does at the moment not support Challenge-Response it is not
possible to use the Real Time SMS feature. The solution only works with preloaded or timed
OTPs.
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