SecurEnvof%

Authenticating Users Using SecurAccess Server by

External authentication with
SOPHOS UTM appliances

SecurEnvoy

Contact information

SecurEnvoy

www.securenvoy.com

0845 2600010

Merlin House
Brunel Road
Theale
Reading
RG7 4AB

Dorian Tomkins

Dtomkins@securenvoy.com

Special thanks to Tim Headicar of
Foursys




SecurEnvof%

SOPHOS UTM appliance Integration Guide

This document describes how to integrate an SOPHOS UTM appliance with
SecurEnvoy two-factor Authentication solution called ‘SecurAccess’.

The SOPHOS UTM appliance provides - Secure Remote Access to the internal
corporate network.

SecurAccess provides two-factor, strong authentication for remote Access solutions
without the complication of deploying hardware tokens or smartcards.

Two-Factor authentication is provided by the use of your PIN and your Phone to
receive the onetime passcode.

SecurAccess is designed as an easy to deploy and use technology. It integrates
directly into Microsoft’s Active Directory and negates the need for additional User
Security databases. SecurAccess consists of two core elements: a Radius Server and
Authentication server. The Authentication server is directly integrated with LDAP or
Active Directory in real time.

SecurEnvoy Security Server can be configured in such a way that it can use the
existing Microsoft password. Utilising the Windows password as the PIN, allows the
User to enter their UserID, Windows password and One Time Passcode received
upon their mobile phone. This authentication request is passed via the Radius
protocol to the SecurEnvoy Radius server where it carries out a Two-Factor
authentication. SecurEnvoy utilises a web GUI for configuration, as does the SOPHOS
UTM appliance. All notes within this integration guide refer to this type of approach.

The equipment used for the integration process is listed below:

Sophos UTM
SOPHOS UTM Ver. 9.312-8

SecurEnvoy

Windows 2012 R2

IIS installed with SSL certificate (required for remote administration)

Active Directory installed or connection to Active Directory via LDAP protocol.

SecurAccess software release v7.3.501

© 2015 SecurEnvoy Ltd. All rights reserved Confidential
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The following table shows what token types are supported.

Token Type Supported

Soft Token App

Soft Token App Next code (Auto Resync)

SMS Preload Code

SMS Three Code

S ENEENEENNEN

SMS Day Code

SMS Realtime

SMS Preload

Email Three Code

RN AN

Email Day Code

Email Realtime

X

Voice Call X

OneSwipe (offline) via QRcode X
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Limitations as follows:

SOPHOS UTM does not at the moment support RADIUS Access Challenge it is not possible to
use token types that require two logon steps.

It is also currently not possible to customize the login screen so the OneSwipe Offline button
cannot be added”

1.0 Pre Requisites

It is assumed that the Sophos UTM appliance is setup and operational. An existing Domain
user can authenticate using a Domain password and access applications, your users can
access through SSL VPN using local accounts or Domain accounts.

Securenvoy Security Server has a suitable account created that has read and write privileges
to the Active Directory, if firewalls are between the SecurEnvoy Security server, Active
Directory servers, and the Astaro Security Gateway, additional open ports will be required.
NOTE: SecurEnvoy requires LDAP connectivity either over port 389 or 636 to the Active
Directory servers and port 1645 or 1812 for RADIUS communication from the Sophos UTM
appliance.

NOTE: Add radius profiles for each SOPHOS UTM appliance that requires Two-Factor

Authentication.

2.0 Configuration of SOPHOS UTM appliance for remote assess VPN users

To enable a SecurEnvoy Two-Factor authentication logon to the Astaro Security Gateway
UTM appliance, login to the administration interface.

See diagrams below

2.1 Add a new backend authentication RADIUS server

Log in to the WebAdmin interface.

© 2015 SecurEnvoy Ltd. All rights reserved Confidential
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Go to Users -> Authentication -> Servers
Add a new server by clicking on the New Server button

B WebAdmin - User admin - %\ (3 WebAdmin - User fou123 x

& > € 8 hitps//192.168.20.100:4444 e
-,
SOPHOS ~ L emn 51 @ C i 0
Msearch Authentication Services
Dashboard Global Seflings | Servers | Single Sign-On | @ One-iime Pa Advanced

Wanagement
Automatic user creation
Definitions & Users

Network Definitions

Create users automatically: When this option is activated, the system will automatically create
Servicelletniions user objects whenever an unknown user successiully
Time Period Definitions autheniicates to a backend mechanism

Users & Groups
Client Authentication + Apply
Authentication Services

Interfaces & Routing Automatic user creation for facilities
Network Services

¥ Client Authentication Here you can specify for which facilities the system will
Network Frotection e automatically create user objects whenever an unknown user

y 10 a backend mechanism.
Web Protection # End-User Portal
SMTP Frox
Emall Pratection Y
WebAdmin
Endpoint Protection Hotspot
Wireless Protection
~ Apply

Webserver Protection
(=PI Authentication Cache
Site-to-site VPN
Remote Access {J Flush authentication cache Click here to flush the Authentication cache.
Logging & Reporting
support Live log
Lag off

Open live log Click here to open the User authentication live log

Release 9.312-6 ©2000-2015 Sophos Limited. All rights reserved.
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Choose Backend: Radius

Click on the + sign next to Server and enter
Name: SecurEnvoy RADIUS server

Type: Host

Address: your SecurEnvoy IP Address

In the Pop-Up and click Save

Enter the Shared secret value according to your SecurEnvoy configuration.

© 2015 SecurEnvoy Ltd. All rights reserved Confidential Page 5
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Please note that the “Test” button does not work for “Test server settings” but only if you
enter a valid Username: and Password: (OTP)

3.0 Configuration of SecurEnvoy

SecurEnvoy Radius configuration is set up to authenticate both the PIN and Passcode
component. By default SecurEnvoy use the domain password as the PIN component. This
allows an easy to use mechanism for the end user without having to first enrol for a PIN.

SecurEnvoy supplies the second factor of authentication, which is the dynamic one time
passcode (OTP) which is sent to the user’s mobile phone.

Launch the SecurEnvoy admin interface, by executing the Local Security Server
Administration link on the SecurEnvoy Security Server.

1. Click the "Radius” Button

2. Enter IP address and Shared secret for each Citrix Web Interface server that wishes
to use SecurEnvoy Two-Factor authentication.

3. Make sure the “Authenticate Passcode Only (Pin not required) checkbox is unticked.

SecurEnvof(% 3 3
Security Server Admin
Config Radius SecurMail Log Viewer Sers Reporting Alerting
Radius
Network Access Server (NAS) NAS IP Address
Shared Secret
[1192.168.99.231

Authenticate passcode only []

Passcode prompt is on a separate dialog [

Default Domain Allow these []Secmaster!.com

domains

Only allow users in LDAP group {nested [1) Change Group
QOverride customer name in SMS message with Max 20

Leave blank to use default

Pass Back Data To Radius Client in Attribute|25

® No information is passed back
_ Passwaord is passed back

Delete Selected O LDAP group members (nested (1) (return distinguished names (1)

O User's Distinguished Name

Trusted Networks (no 2FA required)

Blocked Networks (black listed IP's)

4. Press Update
5. Now Logout

3.1 Enable Auto User creation for the RADIUS users

© 2015 SecurEnvoy Ltd. All rights reserved Confidential
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ser fou123 x

SOPHOS | L[5 @ C i

Psearch Authent
Dashboard Global Settings | Servers | Single Sign-On | @ One-ime Pa... Advanced
Wanagement

Automatic user creation
Definitions & Users

Network Definitions

Create users automatically: When this option is activated, the system will automatically create
Service Definitions user objects whenever an unknown user successiully
Time Period Definitions authenticates to a backend mechanism

Users & Groups
Client Authentication +/ Apply
Authentication Services

Interfaces & Routing Automatic user creation for faciliies
Network Senvices

¥ Client Authentication Here you can specify for which facilities the system will
Network Protection e automatically create User objects Whenever an unknown user

successully authenticates o a backend mechanism
‘Web Protection ¥ End-User Portal
SMTP P
Emall Protection =Y
WebAdmin
Endpoint Protection Hotspot
Wireless Protection
+ Apply

‘Webserver Protection
RED Management Authentication Cache
Site-to-site VPN
Remote Access 1 Flush authentication cache Click here to flush the Authentication cache
Logging & Reporting
Support Live log
Log off

[ Openlive log Click here o open the User authentication live log

Release 9.312-8 ©2000-2015 Sophos Limited. Al rights reserved.

Go to Users-> Authentication -> Global Settings and enable “Create users automatically”.
Now click Apply. After that choose “End-User Portal” and “SSL VPN" below and click Apply.

3.2 Allow RADIUS users to access the End-User Portal

In order to get their SSL VPN client and configuration, users have to initially log in to the End
User portal. Make sure that RADIUS authenticated users are allowed to log in.

/ebAdmin - User foul23 %

€« c 8 https://192.168.20.100:4444 {3 =
-
SOPHOS M [ Lo |[3H1Q C i3 ( ,
Msearch User Portal
Dashboard @©Global | Advanced

S —— End-User Portal status [1 ]

System Setiings

WebAdmin Sefings End-User Portal options

Licensing

Up2Date o =+ In Allowed Networks, please specity which networks are allowed
Backup/Restore to access the End-User Portal. You can also limit access to the
User Portal T Daw portalto specific user accounts

Notifications
Customization

SNMP

Central Management
Sophos Mobile Control
High Availabilty

Shutdoum/Restart Allow all users

Definitions & Users Allowed users -+
Interfaces & Routing T 4 Radius Users

Network Services

Network Protection

Web Protection

Email Protection

Endpoint Protection +/ Apply
Wirsless Protection

Webserver Protection

RED Management

Site-to-site VPN

Remote Access

Logging & Reporting

Support -

2015 SecurEnvoy Ltd. All rights r
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Go to Management-> User Portal and add the “Radius Users” group to the list of allowed
users. You can choose this group by clicking on the Folder icon and drag and drop it from the
list on

© 2015 SecurEnvoy Ltd. All rights reserved Confidential
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3.3 Allow RADIUS users to use the SSL VPN client

Go to Remote Access -> SSL and make sure that the Radius Users group is also listed under
“Users and Groups”. Again use the Folder icon and drag and drop the group in the according
field.

B WebAdmin - User admin - x | (3 WebAdmin - User fou123 x

<« C' | https;//192.168.20.100:4444 | =
-
SOPHOS ~ | Lo [31@ C )
Msearch SSL
Dashboaxd Profiles | Setings | Advanced
Management =
o + NewRemote Access Profil... Find « »
Defnitions & Users
Display: [10 v o1
Interfaces & Routing Qepliejon play
Network Services Edit Remote Access Profile Action =~ | Sort by: [ Name asc
Network Protection N nderd [ Edit ] standard Auto Firewall is on
W X Delete
eb Protection Users and Groups: -+
Email Protection T & radius Users fR.Clone
Endpoint Protection
Wireless Protection
‘Webserver Protection Local networks -+
RED Management T K intemal (Network)
Site-to-site VPN
Remote Access
SSL
PPTP ¥ Automatic Firewall rules
L2TP over IPsec Comment
IPsec
HTMLS VPN Portal o save X Cancel
Cisco™ VPN Client
Advanced

Certificate Management
Logging & Reporting
Support

Log off

Release 9.312-5 © 2000-2015 Sophos Limited_All rights ressrved
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34 Login to the user Portal and download the SSL VPN client

Access your user portal and log in with your SecurEnvoy Domain User ID and your assigned
OTP / RADIUS password

€« C' b //192.168.20.100 %l =

SOPHOS £ ( Q’

| 2 [English v

Remember my login (uses cookie)

Logn €

©2000-2015 Sophos Limited. Al rights reserver 1l
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Go to Remote Access and download the SSL VPN installation package (1% link) and install it
on your clients PC.

If you start the SSL connection, you can now enter your Username and your PIN+OTP under
“Password:”

S5L ¥PM - User Authentication |

Lsername; ||

Passward: I

[IF | Cancel

3.5 Use of RADIUS authenticated users for other components

You can also use SecurEnvoy authenticated users with IPSec VPN. Just enable the XAUTH
option to check for OTP:

© 2015 SecurEnvoy Ltd. All rights reserved Confidential
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WebAdmin WebAdmin - User foul23 %

& = C | hips//192.168.20.100:

44 | =

SOPHOS M ¢ | L= (31 @ C i} 8

Users/Groups (CTRL+V) X |Psec

Al M Connections | Policies | Advanced | Debug
4 Active Directory Users Al
New IPsec Remote Acces... v
2 aomin + - ol
Find
4 Radius Users Display: (10 v 0-0010
42 SuperAdmins Add IPsec Remote Access Rule Action sortby: [Nameasc v
A usert
Name: [Standard
L user2
Interface: [ - Please select v
Local Networks -+

T I internal (Network)

There are no Pset ramote access rule defined

Click on the New IPsec Remote Access Rule
button to create one.

Virtual IP pool: ] & VPN Pool (IP{iE +

Policy: [ - Please select 2
Authentication type: | Preshared key r
Preshared key:
Gonfim:
Enable XAUTH: @
Allowed users -+

T Luser

Comment

 save X Cancel

4.1 Use SecurEnvoy Authentication with PPTP

Go to Remote Access -> PPTP and change the authentication method to "RADIUS”

WebAdmin - User admi WebAdmin - User foul23

€« C @ https;//192.168.20.100:

SOPHOS MG | e | [ 1 @ C <

Msearch PPTP

Dashboard @Global | @I0S™ devices | Advanced

LR PPTP remote access status [ 1 =]

Definitions & Users

Main seings
Interfaces & Routing
Network Services Authentication via: [ RADIUS v Please selectihe authentication method to use. RADIUS can
Network Frotec only be used when a RADIUS server has been configured in
(LT3 ] 2T ) sers and Groups Definiions & Users > Authentication Senvices > Servers, When
Web Protection using Local authentication, please also select Users and groups
that should be able to use PPTP remote access. Important PPTP
only supports Local and RADIUS authentication types. Users that
Email Protection are autheniicated against other methods will notwork.
Endpoint Protection
K IP Addresses can either be assigned by selecting a pool network
Wireless Protection or by specifying a DHCP server. When a DHCP server is used,
youmustalso specify the network interface that it can be reached
Webserver Profection Assian [P addresses by [P address pool v on
RED Mznagement Pool Network: | {1 & VPN Pool (PPTP)
Site-to-site VPN v
Apply
ey — Main PPTP seflings saved successfully
sst Live log
PRTR
L2TP over IPsec
IPsec Openlive log Click here to open the PPTP daemon live log

HTML5 VPN Portal
Cisco™ VPN Client
Advanced

Certificate Management
Logging & Reporting
Support

Log off

Release 9.312-8 ©2000-2015 Sophos Limited. Al rights reserved.

Use SecurEnvoy Authentication with L2TP over IPSec
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WebAdmin - User admi WebAdmin - User foul23 x

<« C' @ https;//192.168.20.100:4444 | =

SOPHOS | Lo 3@ C i )

Psarch

Dashboard @Global | @Ii0S™ devices | Debug

pEn20cTent L2TP over IPsec status [ =]

Definitions & Users

Main settings

Interfaces & Routing

Network Services Interface: | External (WAN) v Please selecthe network interface to use for L2TP access. Ta

Network Protection use L2TF with an iOS™ device or as a PPTF alternative, select
P eharod ey - Preshared Key as the authentication mode.

Web Protection IP Addresses can either be assigned by selecting a pool network

Preshared ke
SR o by specifying a BHCP server. When a DHGP server is used.

Email Protection

Repeat you mustalso specify the network interface that it can be reached
Endpoint Protection on.
Assign IP addresses by | IP address pool v
Wireless Profection
Fool Network: | {J & VPN Pool (L2TP) -+ Please selectihe authentication method to use. RADIUS can

Webserver Frotection only be used when a RADIUS server has been configured in
Deiniions & Users > Senvices > Servers. When

RED Management Authentication via RADIUS v using Local authentication, please also select Users and groups
that should be able to use L2TP remote access. Important L2TP.

Site-to-site VPN T only supports Local and RADIUSS authentication types. Users that
are authenticated against other methods will notwork

Remote Access

sst

PPTP

L2TP over IPsec

IPsec

HTMLS VPN Portal « Apply

ey Server setings saved successfully

Advanced el

Certficate telos

Logging & Reporting

Open live log Click here to apen the L2TP/IPsec daemon live l0g
Support
Log off

Release 9.312-8 ©2000-2015 Sophos Limited. All rights reserved

Go to Remote Access -> L2TP over IPSec and chance Access Control -> Authentication via: to
RADIUS

4.2 User SecurEnvoy to authenticate administrative access

Go to Management -> WebAdmin Settings -> Access Control and add the RADIUS
Users or RADIUS group to the list of Allowed Administrators or Allowed Auditors:

WebAdmin - User admin - X

€« C @ https;//192.168.20.100:

WebAdmin - User foul22 x

SOPHOS M ¢ I L amn [31@ C

Msearch

Dashboard General | Access Control | HTTPS Certiicate | User Preferences | Advanced

Management
WebAdmin language
System Settings guas
WebAdmin Settings
English v This sefs the language used in WebAdmin. This setiing is global
Licensing g
and affects all users. You will have to re-login when you change
oDk this setiing
Backup/Restore
User Portal ~/ Apply
Notifications
Customization
SNMP
Gentral Management
Saphos Mobile Control ‘Allowed Administrators -+ In Allowed Administrators, specify the users and groups that
should have full webadmin access to all areas
High Availability

Shutdoun/Restart

WebAdmin access configuration

O 4 Radius Users

O 4 superac In addition, only networks listed in Allowed networks are able to
S connect to the WebAdmin port. If you wantto explicitly log such

Definitions & Users traffic in the Firewall log, activate the Log access fraffic checkbox.

Interfaces & Routing

Network Services Allowed networks m+

Network Protection O Dany

Web Protection

Email Protection

Endpoint Pratection Log access traffic

\Wireless Protection

Webserver Protection AL
RED Management

Site-fo-site VPN

Remote Access

Logging & Reporting

Support -

2015 SecurEnvoy
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4.3 Use SecurEnvoy to control web surfing

RADIUS users can also be used to control access to the HTTP proxy.

Go to Web Security -> HTTP/S and choose either Basic User Authentication or Transparent
with authentication and add the RADIUS group or single users to the list of allowed
users/Groups.

Allow only single users from the SecurEnvoy RADIUS server to access specific resources

In order to limit access to specific users and not the whole SecurEnvoy user base, create local
users with a matching user name. Those users are auto-generated upon first login to the
User Portal but can be also pre-created by adding them manually

Go to Users -> Users and click New user...

H WebAdmin - User admin - x | (3 WebAdmin - User fou123 x

L] C | @ hitps//192.168.20.100:4444 e
-
SOPHOS ~ | Lo [31@ C )
B scarch
Dashboard Users | Groups
Management 5
eneo + Newuser... Al &« »
pefnitons & Users Find
Network Definitions Display: (10 v 13013
Servica Dofiniions Add User Action =+ | sonby: Name aEc
Time Period Defions
=] Edit
Users & Groups Usemame: [John =2 ] & admin o
h  Dekeie Locally authenticated
EIEMATE ST Real Name: [RADIUS backend user Default Super-Admin user
Authentication Services
Email address 7] Edit ] L usert usert o
Interfaces & Routing Remotely authenticated
Additional Email addresses  + = - 3 Delete
Network Services — synced from adirectory.
5] Edit
Network Protection B M1 & user2 usen2 o
 Delete Remotely authenticated
Web Protection synced from adirectory

Email Protection

Endpoint Protection

Authentication: [ Remote
Wireless Protection

Backend sync: @
Webserver Profection

Use static remote access IP
RED Management

Comment
Site-to-site VPN
Advanced user settings

Remote Access

Logging & Reporting 25 o
Support

Log off

Release 9.312-5 © 2000-2015 Sophos Limited_All rights ressrved
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Use the same user name as used in the backend (e.g. your Active Directory) and choose
Authentication: Remote. Make sure to activate Backend sync:

You can now use this single user in every access control segment mentioned above.

5.0 Limitations:

As the SOPHOS UTM does at the moment not support Challenge-Response it is not possible
to use the Real Time SMS feature. The solution only works with preloaded or timed OTPs.
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