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1.1 Solution Summary

SecurEnvoy’s SecurAccess MFA solution offers Two Factor Authentication for remote access solutions, such as
Microsoft Remote Desktop Services 2016.

The software used for the integration process is listed below:
Remote Desktop Services

Microsoft Windows Server 2016

Microsoft Internet Information Services v10

SecurEnvoy

SecurEnvoy SecurAccess Release v9.3.502
SecurEnvoy Microsoft Server Agent Release v9.3.502

1.2 Guide Usage

The information in this guide describes the configuration required for integration with SecurEnvoy and
common to most deployments. It is important to note two things:

¢ Every organization is different and may require additional or different configuration.
¢ Some configuration may have other methods to accomplish the same task than those described

1.3 Pre-requisites

The following conditions are required to set up SecurEnvoy’s MFA Solution:

It is assumed that Remote Desktop Services and is authenticating with a username and password.

SecurEnvoy Security Server has been installed with the Radius service and has a suitable account that has read
and writes privileges to the Active Directory. If firewalls are between the SecurEnvoy Security server, Active
Directory servers, and Remote Desktop Services, additional open ports will be required.

Microsoft Server Agent has been installed as per the SecurEnvoy Microsoft Server Agent Installation and Admin

Guide:

https://www.securenvoy.com/en-gb/support
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1.4 Supported Token Types

Token Type
Supported

Soft Token App

Soft Token App Next code (Auto Resync)

SMS Preload Code

SMS Three Code

SMS Day Code

SMS Realtime

SMS Preload

Email Three Code

Email Day Code

Email Realtime

Voice Call

S N N N N N N N N AN

<\

OneSwipe Push
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1.5 Configure the Microsoft Server Agent

Select the SecurEnvoy Servers
tab.

Configure your SecurEnvoy
Server 1 IP address and Shared
Secret.

Once complete, press the Test
Server 1.

If result returns ‘OK’, click
‘update’.

Select the RDWeb &
RDGateway tab.

For RD Gateway protection
from a direct connection,
check the check box for
‘Enable 2FA Protection’

RD Web Access protection,
check the check box for
‘Enable 2FA Protection on
Default Web Site / RDWeb.

To enable RDP file signing,
check the check box for ‘Sign
RDP Files’ and select the
certificate assigned to your
RD Gateway.

Enter your Default NetBios
Domain Name

04/18

tad Microsoft Server Agent Config -
SecurEnvoy Servers | 1|5 Authentication | RDWeb & RDGateway | ADFS |

This IS Agent uses RADIUS to comunicate with the SecurEnvoy Server.

You must setup RADIUS on the SecurEnvoy Server for this agent
and select "Prompt 2l passcode types in the same way as Real Time Codes™

Test Server

Serverl P Address I'ISZ.'ISS&}.ZH

Server1 Shared Secret I“““

Test Server 1 |

Server! Port J1812

Server? P Address I

Server2 Shared Secret I
Server2 Port [1812

Test Server 2 |

ka3 Microsoft Server Agent Config -

SecurEnvoy Servers | 1IS Autherfication RDWeb & RDGateway | ADFS |

You must protect both the RD Gateway and RD Web Access roles
Enable both if this server hosts all these roles

MNote: Reguires clients that support Remote Desktop Protocol 8.1 er higher
—RD Gateway

[¥ Enable 2FA Protection

Idle Timeout [ minutes ) IED

Session Timeout [ minutes ) [120

[" Trace

—RD wWeb Access

[¥ Enable 2FA Protection on |Default Weh Ste  / [RDWeb
[ Sign RDP Files
Select Certificate To Sign with

IFESE-T40563}!0579lTSCAFCSOOFFSSETGCEGSZSCG CH=WINZ01l6RD5S.RICH.LOCAL

Default NetBios Domain Name Irich

[" Trace
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1.6 Configure a RADIUS client in SecurEnvoy SecurAccess
Server for MS RDS.

Open the SecurEnvoy

SecurAccess Admin console e Radivs
Navigate to the RADIUS tab A i
B resn - |
Enter the IP address of the o
Microsoft Remote Desktop B
Services server and click on iy = —
Add e

Type in a Friendly Name so
that you can easily identify ®

the server and the same O e
shared secret that was SO——
entered into the Microsoft
Server Agent in the previous
step

Click on Update

04/18 6 Microsoft Server 2016 RDS Guide



1.7 Configure the Microsoft Server Agent for the Default

website (optional)

This section of the guide is for manual configuration of the RD Web Access and is not required,
if you have used the Microsoft Server agent in section 1.1.

Launch the 1IS management
interface, either from
“Start”, “Administration
Tools” or from the Server
Manager

Expand the sites list on the
navigation pane and select
“Default Web Site”, then
scroll down the centre panel
and press the “SecurEnvoy
Two Factor” icon.

Enable the tick box to
“Enable Authentication On
Site Default Web Site”

Click “Apply” when
complete.

04/18

@ @ » LaBDCO2 » Sites » Defoult WebSite »

File View Help

Q- id |2 |8
€ Start Page
493 LABDCO2 (TESTLAB\administrator)
L Application Pools
48] Sites
b (@ Default Web Site

0 Default Web Site Home

Filter: « ¥ Go - (@ ShowAll | Groupby: Area - [
Cununman vy ooy

= iy, B = .
& @y € @ W »= ¢
Handler HTTP HTTP ISAPIFilters  Logging  MIME Types  Mod

Mappings Redirect Respon...

= o=

> & 8
Output Request  SSL Settings
Caching Filtering
Management

p—

Configurat...

Editor

Other

SecurEnvoy
Two Facto...

Q-2 |8
W Start Page
493 LABDCO2 (TESTLAB\administrator)
&2 Application Pools
4.[@) Sites
4 Default Web Site
b aspnet_client
b ROWeb
b @ Rpe
b ¥ RpcWithCert

0 SecurEnvoy Two Factor Authentication

[¥] Enable Authentication On Site  Default Web Site

[] Protect All Resources On Site  Default Web Site
® Forms Based Authentication
O HTTP Basic Authentication

[ ey | [ conce

" Features View |t Content View
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1.8 Configure the Microsoft Server Agent for RDWeb
(optional)

Select the virtual web site you

want to protect. For RDWeb @[3 1a80C02 » Stes » Defaut WebSite » ROWeb »
select “RDWeb”, scroll down File View Help
‘t‘he centre panel and selsct F @ /ROWeb Home
SecurEnvoy Two Factor | = o
4-93 LABDCO2 (TESTLAB\administrator) s ~ 360 -k how M | o by does
i Application Pools = pot. 3 =
43 Sites . 2) ’:} < ﬁ yFi ;_Ji
@ Defuuk Weh Sge Handler HTTP HTTP Logging MIME Types  Mody
b-& gspngt __chen! Mappings Redirect Respon...
b {7 ROWeb|
b Rpc = &
b4 RpcWihCest Request  SSL Settings
Filtering
Management
B
Configurat...
Editor
Other
SecurEnvoy
Two Facto...
= Features View || Content View
.- o

Select the tick box “Enable

Authentication On @77 [ vaeoce ) st ) Detauk Webste » ROWe »
/RDWeb” Fie_ven _bep

(Commecons
Select “Form Based Q-2 18 ; Q SecurEnvoy Two Factor Authentication
Authentication” (The G St page -

493 LABDCO2 (TESTLAB\administrator)
Defau lt) Q Application Pools
Click “App[y” to finish “ :‘:';dmwﬁm @Er-ublemhenliutionOn /RDWeb
Cancel restart IIS when D b

b O HTTP Basic Authentication

prompted. b Rec

b (P RpcWithCent

[y | [ conce

| 2] Features View |i.; Content View

The virtual directory SecurEnvoyAuth is automatically set to the application pool “RDWebAccess”.
This must be maintained for correct operation.
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1.9 Configure Logout URL (Optional)

In the Navigation pane, select top level host name (the 2nd line down).
Scroll down the centre panel and press the “SecurEnvoy Two Factor” icon.
Setup your required inactivity timeout.

Add the logout URL logoff.aspx

Restart IS when prompted. Y Intemet Information Services (IS) Manager

@0 [&> veoc »

| File View Help
B =
|

0} SecurEnvoy Two Factor Authentication

Wy Start Page
4 \i; LABDCO2 (TESTLAB\administrator) Authentication Timeout (minutes) [360—]
<2 Application Pools O Timeout on inactivity @ Timeout after last auth
48| Sites  E—
4 @ Default Web Site Override recieved hostname with | |
b aspnet_client [_] Allow non secure connections (http)
b ¥ ROWeb
b Rpc Trusted Networks | =]

b P RpcWithCert
[aaa] [

Logoff URL's [logoff.aspx
| Delete |

| Add | |

[ appty | [ Concel

U Features View | . Content View

¢
| Ready

1.10 Configure RDWeb Access Template (optional)

Copy the contents of RDWeb2012R2&2016 (C:\Program Files (x86)\SecurEnvoy\Microsoft Server Agent
\SAMPLEYS)

to

C:\Program Files (x86)\SecurEnvoy\Microsoft Server Agent\WEBAUTHTEMPLATE, backing up existing files.

From To
< Program Files (x86) » SecurEnvoy » Microsoft Server Agent > SAMPLES » RemoteDesktop2012R28.2016 + Local Disk (C:) » Program Files (x86) » SecurEnvoy s Microsoft Server Agent » WEBAUTHTEMPLATE
~ ~
[0 Name Date modified Type Size Name Date modified Type Size
& accessdenied 11/12/2018 1700 HTML Document TKB B accessdenied HTML Document TKE
£ auth 11/12/2018 16:59 HTML Document TKB :'.'3 accessdeniedbasic HTML Document 1KB
& passcadeok HTML Document 2KB B auth HTML Document TKB
E readme Tt Document ke a error HTML Document 3KB
é:] logout HTML Document IKE
33 passcodeck HTML Document 2KB
:'.':] passcodeck_testsso HTML Document 2KB
l:‘j realtime HTML Document 4KB
a redirecthttps HTML Document 3KB
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1.11

Log into your Active Directory Domain Controller.

Single Sign On (SSO) - Configuring Group Policy

Open Group Policy Management Console (gpmc.msc).

Locate the relevant Group Policy object for your client computers, in this example “Default Domain Policy”.

Right click it and select edit.

=L, Group Policy Management
2 File Action
| @ X Gl H

View Window Help

(=L Group Palicy Management
v 44 Forest: RICHLOCAL
v [ 55 Demains
v 3 RICHLOCAL
=) Default Domain Po

Scope
Links

Details

> L& Sites
6% Group Policy Modeling
(4 Group Policy Results

MNew Window from Here

Delete
Rename

Refresh

Help

Default Domain Policy
Settings

Diinel=s bnlea in thin looation:

domains, and OlUs are linked to this GPO:

Delegation

RICH.LOCAL

» 2] Domain Controllers Edi...
5 [Z] Regions Enforced
> [t Group Policy Objec ¥ Link Enabled
» [5 WMI Filters Save Report...
5 [ Starter GPOs
View »

Erforced Link Enabled Path
No Yes RICH.LOCAL

3P0 can only apply to the following groups, users, and computers:

“ ‘ o, ALTNENUICETEQ Users

Navigate to Computer Configuration - Policies > Administrative Templates - System - Credentials

Delegation

Right click and edit “Allow delegating default credentials”

= Group Policy Management Editor
File Action View Help

e nEE @l T

= Default Domain Policy [WIN20T6DC.RICH.LOCAL] Policy ~
+ il Computer Configuration
+ 7 Policies
» [ Software Settings
> [ Windows Settings
~ [ Administrative Templates: Policy definitions (ADMX files) |
» [ Control Panel
» [] Network
[ Printers
| Server
7] Start Menu and Taskbar
~ [] System
] Access-Denied Assistance
> [ App-v
7] Audit Process Creation
| Credentials Delegation

= - -

Select an item to view its description.

Setting State Comment
2| Allow delegating default credentials with NTLM-only server ... Not configured Ne
\iz| Allow delegating default credentials Mot configured MNe
(2| Encryption Oracle Remediation Mot configured MNe
\iz| Allow delegating fresh credentials Not configured No
| Allow delegating fresh credentials with NTLM-anly server ... Not configured No
|| Allow delegating saved credentials Not configured No
\iz| Allow delegating saved credentials with NTLM-only servera... Not configured Ne
(=] Deny delegating default credentials Mot configured MNe
(2| Deny delegating fresh credentials Mot configured MNe
\iz| Deny delegating saved credentials Not configured No
| Restrict delegation of credentials to remate servers Not configured No

04/18
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Select “Enabled” and click on the “Add servers to the list: Show...” button

A Allow delegating default credentials O X
E‘ Allow delegating default credentials e Next Setting
O Not Configured =~ Comment:
(®) Enabled
(O Disabled
Supported on: | At jeast Windows Vista
Options: Help:
Add servers to the list: Show.. This policy setting applies to applications using the Cred 55P ~

component (for example: Remote Desktop Connection).
Cencatenate OS defaults with input above This policy setting applies when server authentication was
achieved by using a trusted X509 certificate or Kerberos,

If you enable this policy setting, you can specify the servers to
which the user's default credentials can be delegated (default
credentials are those that you use when first logging on to
Windows).

The policy becomes effective the next time the user signs onto a
computer running Windows.

If you disable or do not configure (by default] this policy setting,
delegaticn of default credentials is not permitted to any
computer. Applications depending upon this delegation
behavior might fail authentication. For more information, see KB.

FWlink for KB:
http://go.microsoft.com,/fwlink/Linkld=301508

OK Cancel Apply

Enter the name of the server hosting the Remote Desktop Session Host in the below format.
TERMSRV/host.humanresources.fabrikam.com Remote Desktop Session Host running on
host.humanresources.fabrikam.com machine. RECOMMENDED
TERMSRV/* Remote Desktop Session Host running on all machines.

TERMSRV/*.humanresources.fabrikam.com Remote Desktop Session Host running on all machines in
.humanresources.fabrikam.com

Note: The "Allow delegating default credentials” policy setting can be set to one or more Service

Principal Names (SPNs). The SPN represents the target server to which the user credentials can be
delegated. The use of a single wildcard character is permitted when specifying the SPN.

04/18 11 Microsoft Server 2016 RDS Guide
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For Example:

TERMSRV/WIN2016RDS.RICH.LOCAL

Show Contents O >
Add senvers to the list:
Value
v TERMSRVANWINZD1ERDS RICH.LOCAL|
1
Ok Cancel

Repeat for all Session host servers in your RDS farm and click on OK and then again on OK at the next screen.

At the “Allow delegating default credentials” click on “Apply” and “OK”. Close GPMC.

1.12 SSO - Applying Group Policy

To force the GPO to apply, log into the client machine, open an elevated command prompt and run the
gpupdate /force command, as below. However, the GPO will apply dynamically after a pre-defined time.

04/18 12 Microsoft Server 2016 RDS Guide
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1.13 Test the Two Factor Authentication

Test the Two Factor Web e — 5 EE Bt = B
authentication by opening a

browser and going to the URL for ‘%

the Web server i.e. SecurEnvoy

https://your_server_name/rdweb

Remote Desktop Authentication
UserlD

Enter Pin or Windows Password.

(Don’t forget the https)

[

User [ogon screen is shown. Security (show explanation )
@ Thisisa publi computer

Enter your UsedID and Password

User is then presented with their two-factor authentication type:

e Preload, Realtime and Soft

tokens: SecurbEnvoy Tokenless

Authentication

Enter Your 6 Digit Passcode

Manage My Token

e VOICE tokens:
SecurbEnvoy Tokenless
Authentication

Answer Phone, Passcode 018709, Then
Login

Manage My Token

e Soft Token Push: “ i
coept

04/18 13 Microsoft Server 2016 RDS Guide
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User authenticates successfully and _
is presented with RDWeb 2016: € 1°/ IR PR

. Work Resources
2%} RemoteApp and Desktop Connection

RemoteApp and Desktops Connect to a remote PC Help Sign out

Current folder: /

B ¢ B

Caiculator Pt ‘WordPad

User launches application from
RDWeb page and selects ‘Open’
from browser m Work Resources

2% RemateApp and Desktop Connection

& https//labdc0Z testiabl.. O ~ & © || & RD Web Access

RemoteApp and Desktops Connect to a remote PC

Current folder: /

Do you want to open or save cpub-cak-test-CmsRdsh.rdp from labdc02.testlab.local?

Configure your domain name within seiis.ini (C:\Windows):

# Default Domain Name to use if no domain information is included in this UserID (leave blank if
not required)
DefaultDomain="yourdomain”

This will allow your users to logon to RD Web Access without specifying the domain name:
domain\UserID

04/18 14 Microsoft Server 2016 RDS Guide
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