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(such as OWA 2016)

The software used for the integration process is listed below:

OWA 2016

SecurEnvoy Microsoft Server Agent
Microsoft Exchange Server 2016
Microsoft Internet Information Services

SecurEnvoy
SecurEnvoy Microsoft Server Agent
SecurAccess software Release V9.3.50 2

1.2WIiSEg 1zing
The information in this guide describes the configuration required for integration with SecurEnvoy and

common to most deployments. It is important to note two things:
C Every organization is different and may require additional or different configuration.

C Some configuration may have other methods to accomplish the same task than those described.
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Cc Microsoft Exchange Server 2016

C Microsoft Internet Information Services

C SecurEnvoy SecurAccess Server installed with the RADIUS service

C SecurEnvoy Microsoft Server Agent

C If firewalls are between the SecurEnvoy SecurAccess Server, Active Directory Servers

and Exchange Servers additional open ports will be required.
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The following section describes the steps required to configure SecurEnvoy Microsoft Server Agent to
authenticate users via RADIUS through the SecurEnvoy SecurAccess Solution.

1.41 Setup RADIUS - SecurAccess

Within the SecurAccess configuration, we will need to configure the Outlook Web Access server to
communicate and authenticate as an authorised RADIUS  client.

1 Navigate to RADIUS in the administrator dashboard.

1 Ensure the RADIUS Service is enabled in the top right -hand side of the screen and make sure the
port number is left as default 1812.

1 Enter the IP address of the Outlook Web Access server andclick TE EE T

Radius

1 Enter in a shared secret or common password and select the domains that will be authenticated
against (if there is more than one domain configured in SecurAccess)
1 Click Update

Edit192.168.1.1

Friendly Name
‘ Outlook Web Access ‘

Shared Secret

) |

Authenticate passcode only  Password Checked by NAS

Twio Step (passcode on a separate dialog)  Reqguired for One Swipe Push. Client must support Access Challenge

Default Domain

‘ SecurEnvoy.co.uk e ‘

Allow these domains

(Il SecurEnvoy.co.uk
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1.42 SecurEnvoy Microsoft Server Agent Installation

From the SecurEnvoy SecurAccess console, locate and run the SecurEnvoy Server Agent installer which
can be found in the latest downloaded SecurEnvoy software folder or ZIP file.
securenvoy.zip \ Releasex.x.xxx\ Agents \ Microsoft Server Agent \ setup.exe

On successful installation of the agent, locate and run the server agent

)
l SecurEnvoy

* MS Server Agent Config

1.43 Setup RADIUS IIS Authentication

From the configuration console, we will configure the details of the SecurEnvoy Server that will
authenticate the Outlook Web Access 2016 serve .

Enter in the IP address of the SecurEnvoy Server and the Shared Secret , configured in section 1.41 of this
document .

Once details have been entered click on  Test Server 1 to confirm that the SecurAccess server is IP
reachable and is accepting authentic ation challenges with the correct shared key.

¥ad Microsoft Server Agent Config — O >

SecurEnvoy Servers | IIS Authentication | RDWeb & RDGateway | ADFS |

This IS Agent uses RADIUS to comunicate with the SecurEnvoy Server.

You must setup RADIUS on the SecurEnvay Server for this agent
and select "Prompt all passcode types in the same way as Real Time Codes”

— Test Server

Serverl IP Address 152.168.1.1

Serverl Shared Secrat ™= > Test Server 1 | )

Server1 Port [1812

Server? IP Address I

ServerZ Shared Secret | Test Server 2 |

Server2 Port [1812

Server OK

update |
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By selecting the IIS ka3 Microsoft Server Agent Config - o bt
Authenticatign tab at the SecurErnwoy Servers IS Authentication | RDWeb 8 RDGateway | ADFS |

top of the Microsoft | -
Server Agent Config, this 85 Plugin bo Auhealicols Web Pages or Web Applicalions

@_E) | @ » 2961 v Stes » Defautweb

will allow us to IS Plugin Fle View Help

Conﬁgure the Microsoft C/i _ I y
Server Agent to support I _Include SecurEnvoy Plugin n IS ST @ o
Filter:

the redirection of user §j Start Page
.. =93 ENG1 (DEV\Administrator)
authentication to L} Apphcation Packs
SecurEnvoy MFA. - %“u n— r——
(; S élm,clud'é ) conlaxato
AgCUOFYDDA 1| Editor
and click Update at the othar
bottom of the page
0
™ Trace me

(/;e\r\l}:dme Completed OK m
"'-\_\_\_\_\___\_'___'_'__,.

Clickon TAIlj i Olf ¢ c i loadilly Manayed. T

1.44 Configure IIS for SecurEnvoy MFA Authentication

On loading of the Internet Information Services Manager, we will look to configure OWA to utilise
SecurEnvoy as the Multi -Factor Authentication method

A A s g A 5
Connections
Inthe T7B Yy Y g Cphaeb B2 18 0‘;! SE-EXCHSERVER Home
select the top -level name, e : : =
| Filt v Go - 5 Show All | Group by
i 85 SE-EXCHSERVER (SECURENVOY\administrator) et " SR Show D) Srovn ;) Area T
then in the Centre pane e ASPNET -
el -
L& St = ) A | =
select the SecurEnvoy ) -8l Sies 2 & ¢ 9 L K
ICOn at the bottom of the .NI:'_I' .NI_:'I' WNET Error NEF JMET Trust Appl\_caticm Conn_ection Machine Key
Authorizat.. Compilation Pages Globalization Levels Settings Strings
centre pane. - . @
2 & <
Pages and Providers  Session State SMTP E-mail
Controls
115 ~
2 B 4 e &
Authentic... Cal Compression  Default Directory  Error Pages FastCGl
Document  Browsing Request Tra...  Settings
w Hpe g & i Hie !
& 99 = @IA % ‘ = %‘Eﬂ
Handler HTTP HTTP ISAPland  ISAPIFilters  Logging  MIMETypes  Modules
Mappings Redirect Respon..  CGl Restri...
£ e "
i?’g = Lgh ity
Qutput Request Server Worker
Caching Filtering Certificates  Processes
Management -
E & & & o =
Ey: 2 b ] =
Configurat..  Feature  1I5Manager IS Manager Management  Shared
Editor Delegation  Permissions Users Service  Configurat...
~
w9
SecurEnvoy
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In centre pane
TAGEGOFYDAA Cdb | 0’;! SecurEnvoy Two Factor Authentication
EGIRGYSETShYT i o
i BUUBdZSYn 1 %uUz |
Apply.

Authentication Timeout (minutes) |360 |

(O Timeout on inactivity (@ Timeout after last auth

/owa/logo ff.owa Override recieved hostname with I |

Allow non secure connections (http)

Since the release of Outlook Default Domain | |

2013 OWA and ECP use the

same landing page. Trusted Network<( [ 127.0.0.1
To stop administrators from  Delete
getting a 2FA challenge

On ECP entering loopback

Add | |
address 127.0.0.1 as a trusted »
site will stop this.
P Logoff URL's /owa/logoff.owa
Delete
Add | | |
Select Restart when prompted 6Cl Restart IS — O X

115 needs to restart for changes to take affect

Warning - before applying our ISAPI filter:

1 Recommendnstallationout-of-hours orleastbusy times.
9 Logout existingDWAusers.
1 Users that are already loggedanOWAwill be required to reauthenticate (2fa enabled?) with 2fa.
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c 9 T7Db y y g ¢ |j$5|€ECI9DEf5fU|t \Mﬂbﬁl'ﬁ %-H-E Y 0 Default Web Site Hom|
Then in centre pane -4 Start Page it o=
P . o, . 83 SE-EXCHSERVER (SECURENVOY\administrator) en R
TBgl T 00U UgA ASI g _buygT (22 Application Pools 8 = (4]
ites rror
select SecurEnvoy. @ Authorzat.. Compiation  Pages
> Z aspnet_client . @I:\ —;!?
’ ‘% Autadiscover Application  Connection Machine Key
> ecp Settings Strings
> [ EWS
5 ¥ mapi [N
5 - Microsoft-Server-ActiveSync [ 3
5[ 0AB e &g) @
5 [P owa Authentic.. CGl  Compression
> [ PowerShell
5 Rpe o
> B E(ch;ge Back End fds) &
HTTP HTTP  ISAPI Filters
Redirect  Respon...
S5L Settings
Management
B &
Configurat... 15 Manager
Editor Permissions
Other
/T—\\
MJ/
SecurEnvo:
Select tick box Enable Authentication on Site Default Web Site

then select Apply.

- Start Page
v -85 SE-EXCHSERVER (SECURENVOY\administrater)
: _;:" Application Pocls
~ @ Sites
~ &% Default Web Site
- AP
|| aspnet_client
¥ Autodiscover

LE
é‘% ecp (® Forms Based Authentication

1P

= EWS. (O) HTTP Basic Authentication
[P mapi

[ Microsoft-Server-ActiveSync

L

[F OAB

L

Enable Authentication On Site  Default Web Site

W

[] Protect All Resources On Site  Default Web Site

H? owa

¥ PowerShell

L

3 -
3 -
>
>
>
>
>
>
>
5 [ Rpc
@

LE)

> Exchange Back End
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1.46 Configure Outlook Web Access 2016 MFA Authentication

cy T7HB9 9 §cli 8drty ; [Connections
. N 7 9 /owa Home
owa, then in centre pane B |2 |8 [

- . - i?ﬂ Start Page . ) -
TTbdzi  _buygl \ 93 SE-EXCHSERVER (SECURENVOY\administrator) Fier "[¥% M
select SeCUrEnvoy. 7 Application Pools ASP.NET

w (8] Sites = .
v ) Default Web Site = XZ
» [ API NET MNET MET Error
>' ] aspnet_client Authorizat... Compilation Pages
+ [P Autodiscover J— -
2 7
I g = &
>=.? EWS Application  Connection  Machine Key
> -.? mapi Settings Strings
» -.? Microsoft-5erver- ActiveSync
Y 115
» ¥ OAB - _
> [ PowerShell : .
3 H? Rpc Authentic... Cal Compression
> @ Exchange Back End
i, . ]
3 € §
HTTP HTTP Legging
Redirect Respon...
Management
g &
Configurat... 115 Manager
Editor Permissions
Other
/’ﬂ__——_“‘“\\
)
SecurEnvoy
Select Tick Box Connections -
¥ Q-2 8 9 SecurkEnvoy Two Factor Authentication
Enable Authentication on /OWA ' =

P ! 'q'ﬂ Start Page

v 'aﬂ SE-EXCHSERVER (SECURENVOY\administrator)
3 Application Pools

Then select Apply. =
pp y v "f-%e;efault Web Site

> -.? AP (® Forms Based Authentication
|| aspnet_client

HTTP Basic Authentication
-.? Autodiscover ©

P ecp

i,
P EWs
-.? mapi
-.? Microsoft-Server-ActiveSync
@ omB

LE

¥ owa

-.? PowerShell

Y -
oL
oL
>
Y -
g
oL
>- .‘? Rpc
o
@

-.? SecurEnvoyAuth

> Exchange Back End

v B e |
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Select Restart when prompted 2 Restart IIS — O *

11S needs to restart for changes to take affect

Cancel | | Restat |
cy T7Hby9gcliSbyzT L?“m @ /securEnvoy
SecurEnvoyAuth = HEH &l Open Feature
o gﬂ Stert Page - Filter: & explore
L ﬂ SE-EXCHSERVER (SECUREMVOY\administrator) Edit Permissions
ThenSy I Rg TECISHBY (22 Application Pools ASP.NET ool
Ad d Setti v..E Sites PE. &/\ Basic Settings...
vance ettings h @ Default Web Site 3 v View Virtual Directories

5 [ API NET MNET

): 7] aspnet_client Authorizat.. Compilation | | Manage Application

> [ Autodiscover | », Browse Application

> @ ecp -.is?) Browse *:30 (hitp)

> - EWs Pagesand  Providers Browse 1443 (https)

> [P mapi Controls Browse 127.

> 3 Microsoft-Server-ActiveSync s Browse 127 ;

> [ OAB i ==

3: - owa \% | Advanced Settings?)

5 (¥ PowerShell

- Authentic..  CGl ® Her

< . 3 SecurEnvoyAuth
: " .
I

Under the (General) tab Advanced Settings ? X

7RgC¢t |l Rilj TE£WWUS
is set to
MSExchangeOWAAppPool

MSExchangeOWAAppPool
C:\Program Files (xB6)\SecurEnvoy\M

Application Pool
Physical Path
Physical Path Credentials
Physical Path Credentials Logon| ClearText

Preload Enabled False
fSecurEnvoyAuth

Enabled Protocols

1.47 Configure Outlook Web Access Templates
On the Exchange Server copy the contents from folder
C\ Program Files (x86) \ SecurEnvoy \ Microsoft Server Agent \ SAMPLES\ OWA2016
To folder

C\ Program Files (x86) \ SecurEnvoy \ Microsoft Server Agent \ WEBAUTHTEMPLATE
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Test the two -factor web authentication by opening a web browser and going to the URL for the
web server.

https://your_Server_|name/owa nNBBYy Ul 1 BOngli RIljwzeée

Enter you r UserID and
Password: &
then select Login. SecurEnvoy™ Two Factor Authentication
Outlook Web App Authentication (7
UserID : @;ﬂ\) |
Password : w @‘
[1 Use the light version of Outlook Web App
To protect against unauthorized access, your
Outlook Web App session will automatically time
out after a period of inactivity. If your session ends,
refresh your browser and sign in again.
Enter Your 6 Digit Code Enter Your 6 Digit Passcode

Then select Login
evveed ) ®

On a successful authentication Search Mailand People O @ New |V e
the user will be presented with
OWA 2016 ~ Favourites Inbox Filter ~

Inbox

Sent ltems

Drafts

~ Testl User

Inbox
Drafts
Sent ltems
Deleted Items
Junk Email

Motes

You've finished.
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Configure your domain name by modifying the following line  within seiis.ini in folder (C\ Windows):
(Please make a backup copy first)

# Default Domain Name to use if no domain information is included in this UserID (leave blank if not

required) . )
Bgl i U BARG SEDJi Sy T
This will allow your users to logon to OWA without specifying the domain name: domain \ UserID

03/19 1z Outlook Web Access 2016 Integration Guide



Please Reach Out
to Your Local

SecurEnvoy Team ...

UK & IRELAND

The Square, Basing View
Basingstoke, Hampshire
RG21 4EB, UK

SEIES

E sales@SecurEnvoy.com
T 44 (0) 845 2600011

Technical Support

E support@SecurEnvoy.com
T 44 (0) 845 2600012

USA - West Coast

Mission Valley Business Center
8880 Rio San Diego Drive

8th Floor San Diego CA 92108

General Information

E info@SecurEnvoy.com
T (866)777-6211

EUROPE

Freibadstrafe 30,
81543 Miinchen,
Germany

General Information

E info@SecurEnvoy.com
T +49 89 70074522

USA - Mid West
3333 Warrenville Rd
Suite #200

Lisle, IL 60532

General Information

E info@SecurEnvoy.com
T (866)777-6211

ASIA-PAC

Level 40 100 Miller Street
North Sydney
NSW 2060

SEIES

E info@SecurEnvoy.com
T +6129911 7778

USA lJEast Coast
373 Park Ave South
New York,

NY 10016

General Information

E info@SecurEnvoy.com
T (866)777-6211

Wwww.Ssecurenvoy.com

SecurEnvoy HQ, Octagon Point, 5 Cheapside, St Paul's, London, EC2V 6AA E: info@SecurEnvoy.com T: 44 (0) 845 2600010
Company No. 04866711 VAT Number GB 862076128



