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2 F5® APM Integration Guide

This document describes how to integrate a F5® APM with SecurEnvoy two-factor
Authentication solution called ‘SecurAccess’.

F5® APM provides - Secure Application Access to the internal corporate network.

SecurAccess provides two-factor, strong authentication for remote Access solutions
(such as F5® APM) without the complication of deploying hardware tokens or
smartcards.

Two-Factor authentication is provided by the use of your PIN and your Phone to
receive the one time passcode, either by receiving a passcode via SMS, email or by
using the Soft Token.

SecurAccess is designed as an easy to deploy and use technology. It integrates
directly into any LDAP directory server such as Microsoft’'s Active Directory and
negates the need for additional User Security databases. SecurAccess authentication
server is directly integrated with LDAP or Active Directory in real time.

SecurEnvoy Security Server can be configured in such a way that it can use the
existing Microsoft password. Utilising the Windows password as the PIN, allows the
User to enter their UserID, Windows password and One Time Passcode received
upon their mobile phone. This authentication request is passed to the SecurEnvoy
Security Server via the RADIUS protocol, where it carries out a Two-Factor
authentication. It provides a seemless login into the corporate network environment
by the remote User entering three pieces of information. SecurEnvoy utilises a web
GUI for configuration, whereas the F5® APM Server environment uses a GUI
application. All notes within this integration guide refer to this type of approach.

The equipment used for the integration process is listed below:

F5® APM

Microsoft (for installation of SecurEnvoy Security Server)

Windows 2008 server

IIS installed with SSL certificate (required for management and remote administration)
Access to Active Directory with an Administrator Account

SecurEnvoy
SecurAccess software release v6.2.500
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3 Pre Requisites

It is assumed that the F5® APM is setup and operational. It is also assumed that the
SecurEnvoy Security Server has a suitable account created that has read and write privileges
to the Active Directory, if firewalls are between the SecurEnvoy Security server, Active
Directory servers, and F5® APM, additional open ports will be required.

NOTE: SecurEnvoy requires LDAP connectivity either over port 389 or 636 to the
Active Directory servers and port 1645 or 1812 for RADIUS communication from
the F5® APM.

Only a single configuration is required, this will then support users with SMS sent via Pre-

Load and Real Time as well as Soft Tokens, as F5® APM supports RADIUS (Challenge
Response). Configuration in this guide refers to this type of approach.

4 Tokenless Authentication (All Types)

4.1 Configuration of FS® APM

[y

Using a web browser log into the F5 APM
2. In Navigation pane, go to Access
Policy — AAA servers — and select

RADIUS
3. Enter details for the SecurEnvoy
server (RADIUS) =
a. Name ) e canerar Propartion
b. Set mode to authentication ] e L S Beoun:nioviAsh
c. Server connection set as L e — LT
Direct o
d. Add SecurEnvoy server IP e e
address :Z::::ﬂﬂummma ::::::nu:anun Sarvice Port 1812
e. Set authentication port to Tl
1812 e s e
f. Enter the shared secret
(requires defining on = > e
SecurEnvoy server) sarvca Type )
g. Settimeout to 10 f*m"'”“‘
h. Set retries to 1 o

i. Click Finish to complete
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4. Now add the AAA server to an
existing access-policy or in this N

| rome =

example create a new profile.
a. Select new profile - ==

Max Cancuent Users

b. Assign a name S
c. Set Cookie options to i e
Secure P [—

d. Assign Language to e -
English R

Damain Cooie

7 secure
Click finished t
e. ICK TINniIsheda to 580 Contueatin
complete e st
=) [

Cancel | [Fnishes

5. Navigate to the Access Profiles list, click the name of the profile you wish to add
RADIUS authentication. In this example select the access policy named earlier (SE-1).

Access Policy » Access Profiles : Access Profiles List

rofile List | Windows Group Policy List

g Searey

‘ [~ status ‘A Name + Application Access Policy ‘ Export ‘ Copy. ‘vmua\ Servers ‘ = Partiion / Path

0O ™ sEd @ Edit Export... Copy Common

B ™ Wik_Access o Edit.. Export... Copy... wiki_VS Commaen
wiki_VS_443

s M®  access (none) (none)  (none) Common

6. Click the edit access policy for SE-1
a. Then select Add New Macro, the following screen is shown.

C N | & btyrs//192.168.250.105/sam/admin/vpe2/public/php/vpe.php?riaccessPolicyName] =/Common/SE-1

[E) Google [ Bracknell SA [ Warrington SA Facebook (2 The Champion Com... e eBay - one of the UK. Battlelog / Battlefiel.. % Newzbin - Usen

Access Policy: /Common/SE-1 [g]

When you click Add Ttem, the selected item is mmedistely added to your access policy.

=]
- [l General Purpose
Veb form-based logon page for collecting end user HITP 401

@) Logen Page e e authentica

[ Add New Macro |

© Exteral Logon Page Redrect ser to extemaly hosted web formbassd ) g recource Assign Advarced
lagon page Resources

() Resource Assign Simple assignment of Connectivity Resources ) ACL Assign Simple a

_ - Lists (ACL
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b. Continue through the Macro, the following screen is shown for the Logon
Page

C A | B bws//192.168.250.105/5am/admin/vpe2/public/php/vpe.php?rlaccessPolicyName]=/Common/SE

[ Google [ BracknellSA [ Warrington 54 [ Facebook C2 The Champion Com.. e eBay - one of the UK. [[]] Battlelog / Battiefiel.

Access Policy: /CommOn/SE-1  [Editendigs] (Endngs: o P8 [Brenchudes
Name: =

foltrack 7 fltack

F# Newzbin - Usenet Se.. N Nagios

| Spiit domain from full Lsername: ‘ ‘
addtiendiscior Post Varicble Name Session Variable Neme: Read Only

1 [username ] [username ]

2 [password ] [password ]

3 [feidz ] [feidz ]

4 [reld ] [eld+ ]

5 [feids ] [feids ] E

Customization

[enunce =] |

o Header Text|[pectre Logon <br for F5 Networis

I

S || S| PN ) SN SN | S | S

Logon Page Input Field |[Username
1

b

Logon Page Input Field ‘Passwurd
2

|

Logon Page Input Field ([Field 3
ES

Logon Page Input Field |[Field 4
=4

I

Logon Page Input Field ‘F\E\d 5
=5

b

Logon Button ‘“’9"”

b  Continue through the Macro, the following screen is for setting
authentication, select RADIUS auth

C' A | bteps//192.168.250.105/sam/admin/vpe2/public/php/vpe.php?rlaccessPolicyName] = /Common/SE-1
[E) Google ] Bracknell SA [ Warrington SA Facebook C2 The Champion Com... &Y eBay - ane of the UK... Battlelog / Battlefiel.. [ Newzhin - Usenet Se.. N Nagios XI- Login % § High EIf P)

IAccess Policy: /Common/SE-1 g

*) Dynamic ACL Assignment of Access Control Lists (ACLS) retrieved iRule Event Raises an iRule ACCESS_POLICY_AGENT_EVENT event

from an external drectory such asRADIUS or LOAP - for use with custom IRuES STipts
back % fallback
[l 2 ] P ————
) Empty
Branch Rules
e
§ ) Active Directory query to pull user attributes for use
©) AD Auth Active Directory authentication of end user credentals () AD Query with resouree assgnment or other functons / Group
Mepping

= Check the result of dient certficate authenticaon by -, Certificate Revocation List Distrbution Point (CRLDP)
D) Cient CertInspection 0 | Tr=ffic Client SSL profie CRLDP Auth dient certificate authentication
*) HTTE Auth HTTP authentication of end user credentials ) LDAP Auth LDAP authentication of end user credentials
- LDAP query to pul user attributes for use with resource -, Orline Certficate Status Protocol (OCSP) dient
= IPEET assignment or other functions / Group Mapping ocsP Auth certificate authentication

©) onDemand Certauth  Dynemicaly infiate an S8 re-handshake and validate ) papius Auth RADILS authentication of end user credentials

the received dient certificate

c. Continue through the Macro, the following screen is for selecting the RADIUS
server

fProperﬁes‘] fEranch Rules]

MName: [RADIUS Auth

RADIUS

AAA Server | JCommon/fSecure_Envoy_AAA El

Show Extended Error

Max Logon Attempts Allowed

d. Continue through the Macro, the following screen is to set the logic for
authentication
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C AN | [ btyrs//192.168.250.105/sam/admin/vpe2/public/php/vpe.php?riaccessPolicyName]=/Common/

Google [ Bracknell SA [T Warrington SA Facebook C2 The Champion Com...

E-1

< eBay - one of the UK., Eﬂ Battlelog / Battlefiel... ﬁi MNewzbin

Access Policy: /Common/SE-1

faillback fallback Successful
‘ Start } + I Logon Page } t |uem Deny
RADIUS Auth b
fallback
et Deny

Add New Macro

Edit Endings| ({Endings: Allows, Deny [default]}

Select Ending:
@ Alow O
) Deny O

e. Once complete, the logic should look like the

screenshot below

cC AN & -//192.168.250.105/sam/admin/vpe2/public/php/vpe.php?rlaccessPolicyName] =/Common/SE-1
y

[E) Google [ Bracknell SA  [1] Warrington SA Facebook (2 The Champion Com... < eBay - one of the UK... Battlelog / Battlefiel...

Access Policy: /Common/SE-1

falback | [ X falback |

1 Apply Access Policy

{Endings: Allow, Deny [defaut])

Suecessful +3 Alow
DIUS Auth iact T
o]

Add New Macro

ck Device Wizards, then

d Templates and Wizards, a

% Newzbin - Usenet Se.. N Nagios XI- Login £ § High EIf Painting Gu... ¥ § The Sticky Thread: L..

———

ck the Add Macro b

Configuration Guide for BIG-IP Access

Navigate to Virtual servers (Create
virtual server as per F5 guides)

Hostname:

IP Address: 1

Select the correct Virtual server .

/vy Statistics

|Z] wizaras
() Local Trafic

Network Map

3900a.avnetiab.loc > - admin
Role: Administrator

NLINE (ACTIVE)

Local Traffic »» Virtual Servers : Virtual Server List

£ - | Virual ServerLi al Addre: t

. gearch

‘ [~] Status ‘A Name
B @ wikvs
= @ wiki_VS_443

Apply access policy to
virtual server

Connection Limit
Address Translation
Fort Trans|ation

Source Port

Request Logging Profile

:

[¥IEnabled
¥l Enabled

Preserve

Clone Pool (Client)

Clone Pool (Server) [None  [+]

Auto LastHop

Last Hop Pool [None  [+]

Analytics Profile [None  [~] Mote: Changes you make mighttake up to 10 minutes ta be reflected in the charts
NATE4 [T Enabled

None

Access Policy

Access Profile

Connectivity Profile

Wiki_Access

i
[+]
[+]
[] [<]

Rewrite Profile
Citrix & Java Support [ Enabled
OAM Support [Tl Enabled
2012 SecurEnvoy Ltd. All rights reserved Confidential Page 7




SecurEnvof%

4.2 Configuration of SecurEnvoy

Launch the SecurEnvoy admin interface, by executing the Local Security Server
Administration link on the SecurEnvoy Security Server.

To Support Pre-Load and Real-Time SMS as well as Soft Tokens the following configuration is

required.

Allow Real Time Passcodes

Go to Config-Real Time
Passcodes

@ Enable Real Time Prompt |Enter Your 6 Digit

Enable the checkbox

[ Default (new users have real time set by default)

Click Update to complete
Go to Config-Soft Tokens Allow Soft Tokens
Fnable Soft Tokens @ Enable Soft Tokens

Enable PC Soft Tokens
(If Required)

Warning, if this mode is selected

W Support Google Authenticate enrolment copy protection is reduced

. = Allow Laptops (PC or Mac)
Click Update to complete

Click the “"Radius” Button

Enter IP address and Shared secret for each F5® APM that wishes to use SecurEnvoy Two-
Factor authentication.

Authenticate Passcode Only (password or pin not required) [l

Handle all passcode types in the same way as Real Time Codes [

Default Domain | w2008.com | Allow these domains Ew2008.com
Wisa
Select All Unselect All

Click checkbox “Handle all passcodes in the same way as Real Time”
Click “"Update” to confirm settings.

Click “Logout” when finished. This will log out of the Administrative session.
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4.3 Test Logon (SSL VPN)

Navigate to the relevant URL for the SSL VPN e.g. Https://remote.office.com

User enters their Domain UserID and password, fs

Click “Logon”

Secure Logon
for F5 Networks

Username
| |

Password

| |

Logon

f5

User is then prompted for their 6 digit
Passcode.

Enter Your 6 Digit Passcode

Click “Logon” to complete the logon. [ I
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