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1.1 Solution Summary

SecurEnvoy's SecurAccess MFA solution integrates with Cisco's Adaptive Security Appliance (ASA)
through the use of AAA Server for authorisation and Dynamic Access Policies for LDAP group membership
and access control.

1.2 Guide Usage

The information in this guide describes the configuration required for integration with SecurEnvoy and
common to most deployments. It is important to note two things:

Every organization is different and may require additional or different configuration.

Some configuration may have other methods to accomplish the same task than those described.

1.3 Prerequisites

The following conditions are required to set up SecurEnvoy's MFA Solution:
. A SecurAccess MFA server installed, configured and working on a system with:

- Windows Server 2003 or higher.

Note: Please see SecurEnvoy's SecurAccess deployment quide on how to setup MFA server
solution,

A Cisco ASA appliance - version 8.3 and above, with Adaptive Security Device Manager (ASDM)
access and default AnyConnect client configuration to use for MFA.

Note: Default configuration can be configured by running the AnyConnect VPN wizard from the
ASDM console.

Cisco AnyConnect client software installed on all clients that connect remotely to the network
unless the Clientless solution will be used.

Familiarity with the following technologies:

- RADIUS configuration
- Cisco ASA VPN appliance administration
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1.4 Authentication

The following section describes the steps required to configure the Cisco ASA to authenticate users via
RADIUS and assign security policies to users based on their LDAP groups.

1.41 Setup RADIUS Connection

Navigate to Configuration\Remote Access VPN\AAA/Local Users\AAA Server Groups and select add, to
configure a new Server.

e Configure a AAA Server Group Name e.g. RADIUS and select the protocol RADIUS from the
drop-down list, selecting OK to finish.

Edit AAA Server Group X
AAA Server Group: RADIUS

Protocol: RADIUS

Accounting Mode: () Simultaneous (@) Single

Reactivation Mode: (@) Depletion (*) Timed

Dead Time: 10| minutes

Max Failed Attempts: 3

[]Enable interim accounting update

Update Interval: 24| Hours
["]Enable Active Directory Agent mode

ISE Policy Enforcement

[]Enable dynamic authorization
Dynamic Authorization Port: 1700

["]Use authorization only mode (no common password configuration required)

VPN3K Compatibility Option ¥

Gl el

e Highlight the newly created Server group and click Add to define a new RADIUS server.

e Select the Interface Name (Usually the Cisco ASA interface that is closest to the RADIUS
Server, which is the SecurEnvoy Server in this case).

¢ Fillin the Server Name (if using DNS or the IP address of the SecurEnvoy Server)

e Change the Server Authentication and Accounting port to 1812

e Enter in the Server Secret Key and Common Password that was configured and matches the
key configured when RADIUS was setup on SecurEnvoy SecurAccess Server.

e Click OK to continue

Edit AAA Server X
Server Group: RADIUS
Interface Name: WwWw o

Server Name or IP Address; 192.168.1.1]

Timeout: 29| seconds

RADIUS Parameters
Server Authentication Port} 1812

Server Accounting Port: 1812

Retry Interval: 10 seconds 57
Server Secret Key:

Common Password:

ACL Netmask Convert: Standard 2
Microsoft CHAPV2 Capable:

SDI Messages

Message Table ¥
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1.41 Setup LDAP Connection

¢ Navigate to Configuration\Remote Access VPN\AAA/Local Users\AAA Server Groups and
select add, to configure a new Server.

e Configure a AAA Server Group Name e.g. LDAP and select the protocol LDAP from the
drop-down list, selecting OK to finish.

Edit AAA Server Group X
AAA Server Group: LDAP

Protocol: LDA

Reactivation Mode: (@) Depietion () Timed
Dead Time: 10| minutes

Max Failed Attempts: 3

e Highlight the newly created Server group and click Add in the Servers in the selected group
section.

e Select the Interface Name (Usually the Cisco ASA interface that is closest to the LDAP
Server, which is the Domain Controller in this case).

¢ Fillin the Server Name (if using DNS or the IP address of the Primary Domain Controller)

e Select the Server Type from the drop-down list (Dependent on your type of LDAP Server)

e Enter the Base DN: of your domain in the format DC=your-domain-name,DC=com

e Enterin an account username and password that has read access to the domain controller
under the section Login DN: and Login Password

e Complete the Group Base DN: of your domain in the format DC=your-domain-name,DC=com

e Click OK to continue

Edit AAA Server X

Server Group: LDAP
Interface Name:

Server Name or IP Addresss

Timeout: 10 seconds
LDAP Parameters for authentication/authorization
["]Enable LDAP over SSL
Server Port: 389
Server Type: Microsoft >
Base DN: DC=domain,DC=com
Scope: All levels beneath the Base DN v

Naming Attribute:

Login DN: securenvoy
Login Password: ' eesescecesee
LDAP Attribute Map: - None — v

[]SASL MD5 authentication
["]SASL Kerberos authentication

LDAP Parameters for Grouy ch

Group Base DN: DC=domainDC=com

Group Search Timeout: 10
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1.5 Cisco AnyConnect VPN (Client)

The following section describes steps required to configure the Cisco AnyConnect SSL VPN client to
authenticate with SecurEnvoy's MFA solution, using LDAP groups to define the Cisco ASA security policy
that will be assigned to the user.

1.5.1 VPN Wizard

¢ Run the Cisco AnyConnect VPN Wizard from the Cisco ASDM and give it a meaningful Connection
Profile name e.g. Client-SSL

¢ Navigate to Wizards\VPN Wizards\AnyConnect VPN Wizard... From the Cisco ASDM tool bar.

e Note: Select the previously configured group RADIUS when the wizard asks for Authentication

methods.
e On completion of all steps in the Wizard, navigate to the Remote Access VPN connections section.

Configuration\Remote Access VPN\Network (Client) Access\AnyConnect Connection Profiles
e From the Network (Client) Access home page, make sure “Allow user to select connection profile
on the login page” is selected.

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial client deployment requires end-user administrative rights. The Cisco AnyConnect VPN
Client supports IPsec (IKEv2) tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

Access Interfaces
Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

SSL Access TPsec (IKEv2) Access

Interface Device Certificate ...

Allow Access Enable DTLS Allow Access Enable Client Services
outside I:‘ o

Bypass interface access lists for inbound VPN sessions

Port Settings ...

<

Access lists from group policy and user policy always apply to the traffic.

Login Page Setting
Allow user to select connection profile on the |Dng

["]shutdown portal login page.

Connection Profiles
Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here.

# Add| Edit| il Delete |Find: © © [Match Case

Name SSL Enabled IPsec Enabled Aliases Authentication Method Group Policy
DefaultRAGroup O O AAA(LOCAL) DfitGrpPolicy
DefaultWEBVPNGroup O ] AAA(RADIUS) DfitGrpPolicy
ClientlessVPN O ] web AAA(RADIUS) GroupPolicy_Clientless-SSL
| ® | W (eSS [MARADIS GroupPolioy ClientssL
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1.5.2 Aliases

On completion of the Wizard, we will need to create an alias for the newly created Client-SSL profile.
¢ Highlight and edit the newly created Client-SSL Profile
e Create a meaningful name under the Aliases section

Edit AnyConnect Connection Profile: Client-SSL v
= Advanced Name: Client-55L

~General R . -

_ Chont Addressi Aliases: Client-SSL

~Authentication
~-Secondary Auth [Authentication
~Authorizati

" Actounting || Method: @ AAA () Certificate () AAA and Certificate () Saml

~Group Alias/Gri

AAA Server Group: RADIUS » Manage...
[ ]Use LOCAL if Server Group fails

"o UV TR JEURENTTIP . S O

1.5.3 Authorisation

The following section will configure the ASA to check the user logging in, is present in the LDAP directory
before allowing access.
e Whilst editing the Connection Profile, select the Advanced\Authorization section
e Select from the list, the previously created LDAP Group and select Users must exist in the
authorisation database to connect
e Click OK to continue

Edit AnyConnect Connection Profile: Client-SSL X

~Basic ization Server Group
(=-Advanced
~General Server Group: |LDAP v Manage...
i-Client Addressi
+~Authentication Users must exist in the authorization database to conne:
B Secunda& Auth

Accounting [Interface-specific Authorization Server Groups

 Group Allas/GR| o il Edit| Delete

[t n;erface Server Group i

Username Mapping from Certificate
(®) Specify the certificate fields to be used as the username
Primary Field:  CN (Common Name) i
Secondary Field: OU (Organization Unit) &
(0) Use the entire DN as the username

() Use script to select username

-- None -- ~| % Add ® Edit| il Delete

Find: ® Next @ Previous

Goncel | | el
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1.5.4 Group Policy

As best practice it is advisable to create a Group Policy for the newly created AnyConnect SSL Client VPN.
¢ Navigate to Configuration\Remote Access VPN\Network (Client) Access\Group Policies
e Click Add (Select Internal Group Policy if asked) and provide a meaningful name e.g.
GroupPolicy_Client-SSL

e Untick the Inherit checkbox next to Tunnelling Protocols and uncheck all except SSL VPN Client

If it is required for the client to have local internet breakout additional to the VPN tunnel, then this can be
configured under Split Tunnelling in the Advanced section of the Group Policy.

e On completion of the above configuration, select OK to proceed

We now need to assign the Group Policy to the Connection Profile created following the run of the VPN
Wizard.

e Highlight the newly created GroupPolicy_Client-SSL and click Assign

e Tick the box next to the Connection Profile created earlier e.g. Client-SSL

Assign Group Policy: GroupPolicy_Cl.. X

Assign the selected group policy to one or mare
connection profiles or LOCAL users.

=} Connection Profile
- | |DefaultRAGroup
DefaultL2LGroup
DefaultADMINGroup
DefaultWEBVPNGroup

Gl | | bl

1.6 Cisco Clientless SSL VPN Access
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1.6.1 VPN Wizard

¢ Run the Cisco Clientless SSL VPN Wizard from the Cisco ASDM and give it a meaningful
Connection Profile name e.g. Clientless-SSL

e Navigate to Wizards\VPN Wizards\ Clientless SSL VPN Wizard... From the Cisco ASDM tool bar.

o Note: Select the previously configured group RADIUS when the wizard asks for Authentication
methods.

e As best practice it is advisable to create a new Group Policy for the Clientless SSL VPN. When the
Wizard asks for group policy, select Create New Group Policy and give it a meaningful name e.g.
GroupPolicy_Clientless-SSL

e Complete the Wizard and select Finish

e On completion of all steps in the Wizard, navigate to the Remote Access VPN connections section.
Configuration\Remote Access VPN\Clientless SSL VPN\Connection Profiles

e From the Connection Profiles home page, make sure “Allow user to select connection profile on the

login page” is selected.

Access Interfaces
Enable interfaces for clientless SSL VPN access.

Interf Allow A
nterface 85 (SR Device Certificate ..
outside “
Idap D Port Setting ...
= v

Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.

Login Pa ing

Allow user to select connection profile on the login page.| @

[ JAllow user to enter internal password on the login page.

[ ]Shutdown portal login page.

Connection Profiles
Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here.

% Add|f Edit @ Delete|| Find: © © [ |Match Case
Name Enabled Aliases Authentication Method Group Policy
DefaultRAGroup ] AAA(LOCAL) DfltGrpPolicy
DefaultWEBVPNGroup D AAA(RADIUS) DfltGrpPolicy
Clentossvon —— g @D Growppoliy Clentlesss5L |
Client-SSL ] Client-SSL AAA(RADIUS) GroupPolicy_Client-55L

D Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, the connection profile that matches the certificate map will be used.

1.6.2 Aliases
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On completion of the Wizard, we will need to create an alias for the newly created Clientless-SSL profile.
e Highlight and edit the newly created Clientless-SSL Profile
e Create a meaningful name under the Aliases section e.g. Web
e Make sure the Group Policy created during the VPN Wizard is selected from the list

Edit Clientless SSL VPN Connection Profile: ClientlessVPN %
JEREasid . -
Advanced Name: ClientlessVPN
Aliases: web

Authentication
Method: (®) AAA () Certificate () AAA and Certificate () Saml

AAA Server Group: RADIUS ~ | Manage...
[ ]Use LOCAL if Server Group fails

DNS
Server Group: DefaultDNS ~  Manage...

(Following fields are attributes of the DNS server group selected above.)
Servers: 8.8.8.8

Domain Name: aq.net.uk

Default Group Policy

Group Policy: GroupPolicy_Clientless-SSL ~|  Manage...
(Following field is an attribute of the group policy selected above.)

Enable clientless SSL VPN protocol

SAML Identity Provider
SAML Server : -—— None — ~ | Manage...

Find: @ Next @ Previous

1.6.3 Authorisation
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The following section will configure the ASA to check the user logging in, is present in the LDAP directory
before allowing access.
e Whilst editing the Connection Profile, select the Advanced\Authorization section
e Select from the list, the previously created LDAP Group and select Users must exist in the
authorisation database to connect
e Click OK to continue

Edit AnyConnect Connection Profile: Client-SSL X

Basic
= Advanced
General
Client Addressi
Authentication
~Secondary Auth

ization Server Group

Server Group: LDAP v | Manage...

Users must exist in the authorization database to conne

."Al:l:ounting Interface-specific Authorization Server Groups

Group Allas/Gr{| 4 1 talt Edit| @ Delete

[l;n;erface Server Group a

Username Mapping from Certificate
(®) Specify the certificate fields to be used as the username
Primary Field: CN (Common Name) v
Secondary Field: | OU (Organization Unit) v
(O Use the entire DN as the username

(O Use script to select username

- None — ~| 4 Add|® Edit| @l Delete

Find: @ Next @ Previous

1.6.4 Group URL

This section will configure a group URL that will automatically select the correct connection profile for the
Clientless SSL VPN when the user browses to the Cisco ASA with the included alias.
This URL can be bookmarked in the client's browser to return to the same URL for connectivity.
e From within the same Clientless SSL VPN Connection profile select Clientless SSL VPN from the
left-hand navigation.
e Make sure the Connection Aliases configured earlier is ticked
e Under Group URL's, select Add and type in the full URL that the user will use to access the
Clientless SSL VPN portal, appending the alias created earlier e.g. /web
e Select Disable CSD for both AnyConnect and Clientless SSL VPN
e Click OK to continue

Note: When clients browse to the Clientless VPN portal, please use the URL you defined under Group
URL's. If the alias is not used it will present a drop-down box for the client to select at login.

Edit Clientless SS5L VPN Connection Profile: ClientlessVPN b4
--Basic " P A
E-Aﬁdvanced Login and Logout Page Customization: |DfltCustomization ~ | Manage... .
04/18 gﬁ?ﬁgalticationh [JEnable the display of Radius Reject-Message on the login screen when authentication is rejected n Guide
-5 Authenti
Aﬁiﬁg,&g{m,ﬁ' enie [_|Enable the display of Securld messages on the login screen
- Accounting

~NetBIOS Servers : :
| eGSRy | [Connedtion Aliases
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1.7 Dynamic Access Policies

The following section describes steps required to configure the Cisco ASA to authenticate with
SecurEnvoy's MFA solution, using LDAP groups to create individual polices against the LDAP directory
group that the user is part of, restricting what applications or networks they are allowed to access.
These groups are redutilised for both the Client based VPN profile as well as the Clientless VPN Portal
access.
¢ Navigate to Configuration\Remote Access VPN\Network (Client) Access\Dynamic Access
Policies

The first thing we need to do is make sure the default policy blocks or denies access to users if they are
not approved to connect and login.

e Highlight DfltAccessPolicy and click Edit

e Under the Action tab, select Action: Terminate

e Click OK to continue

Edit Dynamic Access Policy X

Policy Name: DfltAccessPolicy

Description: |

Access/Authorization Policy Attribute:
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the
AAA system and the group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA H H
04/1 8 attributes, and group-policy hierarchy attributes (those that are not specified in DAP). ASA |nteg ratlon GUIde
Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes
Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions

Action: () Continue OQuarantine@;@ @
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We will now create Dynamic Access Polices that determine a user's privileges based on a particular LDAP
group.

¢ Navigate to Configuration\Remote Access VPN\Network (Client) Access\Dynamic Access
Policies

e Select Add to create a new Dynamic Access Policy and provide a meaningful name under
Policy Name E.g. Privileged-User

e Define which LDAP group the user will be matched against in order to be assigned this
policy by selecting Add from the Selection Criteria

[ Edit Dynamic Access Policy

Palicy Name: @wleged—use-s
Description:  Dynamic Access Policy Tor Privileged Users with no Restrictions
Selection Criteria
Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA attribute criteria below
and every endpoint attribute has been satisfied. These attributes can be created using the tables below andor by expanding the Advanced option to specify the logical
expression text.
User has ANY of the following AAA Attributes values...

ACL Priarity: 0

and the following endpoint atiributes are satisfied.

A Afbute  Operation/Value Add Endpolint ID Name/Operation/Value Add
- -
- o D Delete Delete
Logical Op.
Advanced

¥
Access/Authorization Policy Attributes
Configure acress/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).
Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes
Action Network ACL Filters (client) \Webtype ACL Filters (clientless) Functions.

Action: (®) Continue () Quarantine () Terminate ©

Spedify the mes: red when this record is selected.
Privileged Users Policy

User Messager ——

oK Cancel Help

e e will now select the LDAP group by selecting LDAP from the list AAA Attribute Type

e Make sure the Attribute ID: has memberOf specified in the field

e Select Get AD Groups and browse for the AD group that you would like to match against
this Dynamic Access Policy

e Click OK to continue

Edit AAA Attribute X

04/18 AAA Attribute Typed LDAP ) lisco ASA Integration Guide
Atlribute]D

Value: = v||[VPNAdmin Get AD Groups
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Dependent on the level of restrictions required on the Dynamic Access Policy, it is possible
to define an ACL restricting the users network access to applications or locations.

Select the Network ACL Filters (Client) tab under Access/Authorisation Policy Attributes and
select from the drop-down list or create (Manage) a new ACL that can be assigned to the

group.

Access/Authorization Policy Attribute:
Configure accessfauthorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifiec

in DAP).
Port Forwardinag Lists Baekmarks Access Method AnyConnect AnyConnect Custom Attributes
Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions
Network ACLs

v Add>> Euieﬂu

outside_cryptomap
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